<$tiinte Juridice// Legal Sciences, nr. 22/ 2025, ISSN 1857-0976, E-ISSN 2953—6898)

CZU: 343.98:004.738.5:004.93:61

DOI: https:/ /doi.org/10.5281/zenodo.18680779

VIDEOCLIPURILE DEEPFAKE
DIN DOMENIUL SANATATII,
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Dezvoltarea rapidad a retelelor neuronale generative
a dat nastere fenomenului deepfake-urilor - inregis-
trari audio si video sintetice care sunt practic imposibil
de distins de cele reale. In domeniul medical, astfel de
substitutii pot dezorienta pacientii si medicii, pot masca
erori medicale, pot falsifica consultatiile de telemedici-
nd si pot crea dovezi false. Acest articol oferd o analizd
criminalisticd a videoclipurilor deepfake si exploreaza
provocdrile juridice si tehnologice ale detectdrii acesto-
ra. Bazat pe o analizd comparatd a legislatiei si a meto-
delor moderne de criminalistica digitald, articolul exa-
mineazd indicatorii vizuali, audiovizuali si digitali ai
falsificdrii, amenintdrile la adresa fiabilitdtii probelor si
nevoia sectorului medical de noi protocoale de autenti-
ficare. De asemenea, se sustine necesitatea armonizarii
internationale a cerintelor de etichetare, a dezvoltdrii de
seturi de date specializate in scopuri medicale, a imple-
mentdrii tehnologiilor blockchain in lantul de evidentd
a probelor si a formdrii interdisciplinare a expertilor.

Cuvinte-cheie: deepfake, dovezi digitale, telemedi-
cind, criminalisticd, drept medical, examinare digitald.

The rapid development of generative neural net-
works has given rise to the phenomenon of deepfakes—
synthetic audio and video recordings that are virtually
indistinguishable from the real thing. In the medical
field, such substitutions can confuse patients and doc-
tors, mask medical errors, falsify telemedicine consul-
tations, and create false evidence. This article provides
a forensic analysis of deepfake videos and explores the
legal and technological challenges of detecting them.
Based on a comparative analysis of legislation and
modern digital forensics methods, the article examines
visual, audiovisual, and digital indicators of falsifica-
tion, threats to the reliability of evidence, and the medi-
cal sector's need for new authentication protocols. It also
argues for the need for international harmonization of
labeling requirements, the development of specialized
datasets for medical purposes, the implementation of
blockchain technologies in the evidence chain, and in-
terdisciplinary training of experts.

Keywords: deepfake, digital evidence, telemedicine,

forensics, medical law, digital examination.

INTRODUCERE

Termenul ,deepfake” a aparut la
sfarsitul anilor 2010 pentru a descrie o noua
generatie de media sintetica bazata pe
invatarea automata profunda. Se refera la
fotogtafii, continuturi audio si video create
sau modificate artificial, care imita persoa-
ne si evenimente reale. Legislatia europea-
na consacra aceasta definitie: continutul
deepfake este reprezentat de imagini foto-
grafice, audio si video generate sau modifi-

INTRODUCTION

The term ,deepfake” emerged in the
late 2010s to describe a new generation of
synthetic media based on deep machine
learning. It refers to artificially created or
modified audio, photo, and video content
that mimics real people and events. Euro-
pean legislation enshrines this definition:
deepfake content is represented by imag-
es, audio, and video generated or modified
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cate de inteligenta artificiala, care seamana
cu persoane, obiecte sau evenimente rea-
le si sunt percepute ca fiind autentice [21].
Algoritmii moderni ai retelelor neuronale
permit modificarea aspectului si a expre-
siilor faciale ale unei persoane, sincroni-
zarea vorbirii si a imaginilor sau clonarea
unei voci folosind un set de date sursa
foarte limitat. Initial, un astfel de continut
deepfake continea artefacte rudimentare,
dar imbunatatirea rapida a generatoarelor,
disponibilitatea bibliotecilor open sour-
ce si a serviciilor comerciale a avut drept
consecinta distribuirea in masa a videocli-
purilor deepfake de inalta calitate. Ca ur-
mare, chiar si observatorii experimentati
au dificultati in detectarea lor [28].

Industria medicala s-a dovedit a fi
unul dintre cele mai vulnerabile sectoare.
Jurnalistii au raportat ca escrocii folosesc vi-
deoclipuri false cu medici cunoscuti datorita
TV pentru a face publicitate la medicamen-
te dubioase, iar aproximativ jumatate dintre
telespectatori nu detecteaza substitutia [31].
Au aparut cazuri de ,clonare” a specialistilor
in telemedicina: escrocii creeaza conturi fal-
se ale medicilor sau pacientilor, efectueaza
consultatii fictive si extorcheaza plati [30].
In Moldova au fost raportate atacuri telefo-
nice in care escrocii, folosind o voce sinte-
tizata, i-au convins pe cetateni sa transfere
fonduri, dandu-se drept rude [20].

La nivel international, in 2024, Parla-
mentul European a aprobat Regulamentul
privind inteligenta artificiala (Legea IA), care
introduce etichetarea obligatorie a materi-
alelor audio, fotografice si video sintetice,
clasificand aplicatiile IA in functie de nive-
lurile de risc [12]. Organizatia pentru Coo-
perare si Dezvoltare Economica (OCDE) a
propus principii valorice pentru o IA res-
ponsabila, bazata pe transparenta, securi-
tate si respectarea drepturilor omului [23].
Conventia de la Budapesta privind crimi-
nalitatea cibernetica subliniaza necesitatea
cooperarii internationale pentru colectarea
si schimbul de probe electronice [7].

Alegerea domeniului medical este de-
terminata nu doar de cresterea telemedi-
cinii si de digitalizarea serviciilor medicale,
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by artificial intelligence that resemble real
people, objects, or events and are perceived
as authentic [21]. Modern neural network
algorithms allow the modification of a per-
son’s appearance and facial expressions,
the synchronization of speech and images,
or the cloning of a voice using a very limit-
ed source data set. Initially, such deepfake
content contained rudimentary artifacts,
but rapid improvements in generators and
the availability of open-source libraries and
commercial services have led to the mass
distribution of high-quality deepfake vide-
0s. As a result, even experienced observers
have difficulty detecting them [28].

The medical industry has proven to be
one of the most vulnerable sectors. Jour-
nalists have reported that scammers use
fake videos of well-known doctors from
television to advertise dubious drugs; about
half of viewers do not detect the substitu-
tion [31]. There have been cases of “clon-
ing” of telemedicine specialists: scammers
create fake accounts of doctors or patients,
conduct fictitious consultations, and ex-
tort payments [30]. In Moldova, there have
been reports of telephone attacks in which
fraudsters, using a synthesized voice, have
convinced citizens to transfer funds by
posing as relatives [20].

At the international level, in 2024, the
European Parliament approved the Artifi-
cial Intelligence Regulation (Al Law), which
introduces mandatory labeling of synthetic
audio, photo, and video s and classifies Al
applications according to risk levels [12].
The Organization for Economic Cooper-
ation and Development (OECD) has pro-
posed value-based principles for responsi-
ble Al, based on transparency, security, and
respect for human rights [23]. The Buda-
pest Convention on Cybercrime emphasiz-
es the need for international cooperation
in the collection and exchange of electron-
ic evidence [7].

The choice of the medical field is de-
termined not only by the growth of tele-
medicine and the digitization of medical
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ci si de importanta publica deosebita a da-
telor medicale. Inlocuirea inregistrarilor vi-
deo ale operatiilor chirurgicale, autopsiilor
medico-legale sau consultatiilor medicale
poate duce la diagnostice false, ascunde-
rea erorilor medicale, frauda in asigurari si
incalcarea confidentialitatii pacient-medic.
Articolul examineaza videoclipurile dee-
pfake ca forma de proba digitala si exami-
neaza indicatorii medico-legali ai acestor
falsificari si metodele de detectare a aces-
tora intr-un context medical.

Scopul studiului este de a identifica
semnele, riscurile si abordarile metodolo-
gice pentru identificarea falsificarilor video
ale retelelor neuronale (videoclipuri dee-
pfake)in domeniul investigarii infractiunilor
si incalcarilor din domeniul medical.

METODE SI MATERIALE APLICATE

A fost realizata o analiza comparati-
va a legislatiilor Republicii Moldova, Uniunii
Europene si Statelor Unite privind admi-
sibilitatea probelor digitale si reglementa-
rea continutului deepfake. Au fost utilizate
metode criminalistice (fotografice si video,
computerizate si fonografice) si metode
de examinare digitala (analiza metadatelor,
secventelor GOP si coerentei semnalelor
audio si video). Pentru a evalua eficacitatea
detectoarelor, au fost studiate seturi de date
moderne de la DFDC [11], MedForensics [15]
si studii privind analiza fiziologica, inclusiv
fotopletismografia la distanta (rPPG) [28].
Baza empirica a constat in exemple de abuz
cu aplicarea tehnologiilor deepfake, inregis-
trate In mass-media si in actele de reglemen-
tare. De asemenea, au fost utilizate metode
analitice descriptive si analiza de continut.

DISCUTII SI REZULTATE OBTINUTE

Transformarea digitala a procese-
lor judiciare a facut din datele electronice
o sursa importanta de probe. Conventia
de la Budapesta recunoaste datele elec-
tronice ca un subiect cheie al cooperarii
internationale si impune statelor sa dez-
volte proceduri pentru colectarea, stoca-
rea si schimbul acestora [7].
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services, but also by the particular public
importance of medical data. Replacing vid-
eo recordings of surgical operations, fo-
rensic autopsies, or medical consultations
can lead to false diagnoses, concealment of
medical errors, insurance fraud, and viola-
tion of patient-doctor confidentiality. The
article examines deepfake videos as a form
of digital evidence and examines the foren-
sic indicators of these fakes and methods
for detecting them in a medical context.

The aim of the study is to identify the
signs, risks, and methodological approach-
es for identifying neural network video for-
geries (deepfake videos) in the investiga-
tion of crimes and violations in the medical
field.

METHODS AND MATERIALS APPLIED

A comparative analysis of the legisla-
tion of the Republic of Moldova, the Euro-
pean Union, and the United States on the
admissibility of digital evidence and the
regulation of deepfake content was carried
out. Forensic methods (photo and video,
computerized and phonographic) and digi-
tal examination methods (analysis of meta-
data, GOP sequences, and audio and video
signal coherence) were used. To evaluate
the effectiveness of detectors, modern da-
tasets from DFDC [11], MedForensics [15],
and studies on physiological analysis, in-
cluding remote photoplethysmography
(rPPG) [28], were studied. The empirical
basis consisted of examples of deepfake
technology abuse recorded in the media
and regulatory documents. Content analy-
sis and descriptive analytical methods were
used.

DISCUSSIONS AND RESULTS OBTAINED

The digital transformation of judicial
processes has made electronic data an im-
portant source of evidence. The Budapest
Convention recognizes electronic data as
a key subject of international cooperation
and requires states to develop procedures
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Literatura juridica face distinctie in-
tre ,falsificari complexe” - acele materiale
audio, fotografice si video atent elaborate,
create folosind abilitati profesionale (mo-
delare 3D, efecte speciale, compozitie) fara
utilizarea inteligentei artificiale. ,Falsifi-
carile profunde” (deepfakes) sunt un sub-
tip specific de falsificari complexe: acestea
sunt create folosind retele neuronale ge-
nerative care inlocuiesc automat fetele sau
vocile. The European Union’s Al regulati-
on (the ,Al Act”) defineste un deepfake ca
o imagine, un fisier audio sau un videoclip
generat sau modificat de inteligenta artifi-
ciala care imita persoane sau evenimente
reale si este perceput ca fiind autentic [27].

Normele internationale iau din ce in ce
mai mult in considerare specificul deepfake-
urilor. The European Union’s Al regulation
(the ,Al Act”) stabileste o clasificare baza-
ta pe risc a sistemelor de IA si impune dez-
voltatorilor si distribuitorilor sa eticheteze
continutul sintetic [12] [27]. Principiile OCDE
privind IA solicita transparenta, corectitudi-
ne si responsabilitate in dezvoltarea si im-
plementarea algoritmilor, precum si crearea
de mecanisme de combatere a dezinforma-
rii [23]. In Statele Unite, potrivit Conferintei
Nationale a Adunarilor Legislative, peste pa-
truzeci de state au adoptat legi care interzic
diseminarea mass-media inselatoare, in spe-
cial in perioadele electorale [22].

Jurisdictiile vorbitoare de limba en-
gleza discuta modificari ale regulilor pro-
cedurale. Conferinta Judecatorilor Federali
din Statele Unite are in vedere adaugarea
unei noi subsectiuni la Regula 901 din Re-
gulile Federale privind Probele, 901(c), care
ar impune judecatorilor sa verifice in pre-
alabil autenticitatea materialelor generate
de inteligenta artificiala inainte de a fi pre-
zentate juratilor [10]. Doctrina juridica pro-
pune inasprirea criteriilor de autentificare,
inlocuirea termenilor ,exactitate” cu ,valid”
si ,fiabil” si organizarea de audieri prelimi-
nare in timpul carora judecatorii evalueaza
valoarea probatorie si potentialele daune
ale probelor false [17] [19].

Moldova ia, de asemenea, masuri pen-
tru a-si consolida infrastructura juridica.

for its collection, storage, and exchange [7].
Legal literature distinguishes be-
tween ,complex fakes” — carefully crafted
audio, photo, and video materials created
using professional skills (3D modeling, spe-
cial effects, composition) without the use
of artificial intelligence. ,Deepfakes” are a
specific subtype of complex fakes: they are
created using generative neural networks
that automatically replace faces or voices.
The European Union’s Al regulation (the , Al
Act”) defines a deepfake as an image, audio
file, or video generated or modified by ar-
tificial intelligence that mimics real people
or events and is perceived as authentic [27].
International standards are increas-
ingly taking into account the specific na-
ture of deepfakes. The European Union’s
Al regulation (the ,Al Act”) establishes a
risk-based classification of Al systems and
requires developers and distributors to la-
bel synthetic content [12] [27]. The OECD
principles on Al call for transparency, fair-
ness, and accountability in the develop-
ment and implementation of algorithms,
as well as the creation of mechanisms to
combat misinformation [23]. In the United
States, according to the National Confer-
ence of Legislative Assemblies, more than
forty states have passed laws prohibiting
the dissemination of misleading media,
particularly during election periods [22].
English-speaking jurisdictions are
discussing changes to procedural rules.
The United States Conference of Federal
Judges is considering adding a new sub-
section to Rule 901 of the Federal Rules
of Evidence, 901(c), which would require
judges to verify in advance the authenticity
of materials generated by artificial intelli-
gence before they are presented to jurors
[10]. The legal doctrine proposes tightening
the criteria for authentication, replacing
the terms ,accuracy” with ,valid” and ,reli-
able”, and organizing preliminary hearings
during which judges assess the probative
value and potential harm of false evidence

[17][19].
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In 2025, la Chisinau a avut loc o sesiune de
instruire in cadrul proiectului CyberEast +,
unde reprezentanti ai organelor de drept si
ai centrelor de raspuns la incidente informa-
tice au discutat despre standarde unifica-
te pentru colectarea, prelucrarea si analiza
probelor electronice, propunand standar-
dizarea interactiunilor dintre CSIRT-uri si
autoritatile judiciare [8]. Aceste initiative
reflecta angajamentul Republicii Moldova
de a integra probele digitale, inclusiv vide-
oclipurile deepfake, in normele procedurale
bazate pe experienta europeana.
Tehnologiile deepfake moderne au
aparut in urma cercetarilor in domeniul
modelelor generative: de la autoencodere
si retele generative adverse (GAN) la mo-
dele de difuzie. Aceste sisteme sunt an-
trenate pe seturi masive de date si invata
tipare subtile de expresii faciale, iluminare
si vorbire, permitandu-le sa creeze falsuri
convingatoare care imita nu numai trasatu-
rile fetei, ci si limbajul corpului si intonatia
caracteristice. Democratizarea acestor in-
strumente prin intermediul bibliotecilor
open source si al aplicatiilor comerciale a
facut tehnicile deepfake accesibile raufa-
catorilor. Prin urmare, stiinta criminalisti-
ca este fortata sa se adapteze la un nou tip
de obiect: fisierele deepfake sunt simultan
documente digitale care necesita lant de
custodie si inregistrari audiovizuale care au
nevoie de analiza video si fonografica [13].
Principalii markeri utilizati pentru
identificarea deepfake-urilor sunt impartiti
in mod conventional in vizuali, audiovizuali,
digitali si biometrici. Analiza vizuala include
o evaluare a modelelor de lumina si umbra si
amicroexpresiilor; chiar si cele mai avansate
modele fac uneori greseli de reproducere a
luminii, ceea ce ducelastralucirineobisnuite,
umbre nenaturale si tranzitii neuniforme ale
nuantei pielii. Expertii observa un numar
insuficient de clipiri si rigiditate faciala, in
timp ce metodele de fotopletismografie la
distanta (rPPG) arata ca variatiile locale ale
fluxului sanguin in deepfake-uri sunt in-
corecte [28]. Inconsecventele audiovizua-
le apar din cauza sincronizarii imperfecte
a vorbirii si a expresiilor faciale: algoritmii
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Moldova is also taking steps to
strengthen its legal infrastructure. In 2025,
a training session was held in Chisinau as
part of the CyberEast+ project, where rep-
resentatives of law enforcement agencies
and computer incident response centers
discussed unified standards for the collec-
tion, processing, and analysis of electronic
evidence, proposing the standardization of
interactions between CSIRTs and judicial
authorities [8]. These initiatives reflect the
Republic of Moldova’s commitment to in-
tegrating digital evidence, including deep-
fake videos, into procedural rules based on
European experience.

Modern deepfake technologies have
emerged from research in generative mod-
eling: from autoencoders and generative
adversarial networks (GANs) to diffusion
models. These systems are trained on mas-
sive datasets and learn subtle patterns of
facial expressions, lighting, and speech,
allowing them to create convincing fakes
that mimic not only facial features but also
characteristic body language and intona-
tion. The democratization of these tools
through open-source libraries and com-
mercial applications has made deepfake
techniques accessible to criminals. As a
result, forensic science is forced to adapt
to a new type of object: deepfake files are
simultaneously digital documents requir-
ing chain of custody and audiovisual re-
cordings requiring video and phonographic
analysis [13].

The main markers used to identify
deepfakes are conventionally divided into
visual, audiovisual, digital, and biometric.
Visual analysis includes an assessment of
light and shadow patterns and microex-
pressions; even the most advanced models
sometimes make mistakes in reproducing
light, resulting in unusual glare, unnatural
shadows, and uneven skin tone transitions.
Experts observe insufficient blinking and
facial rigidity, while remote photoplethys-
mography (rPPG) methods show that local
blood flow variations in deepfakes are in-
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omit adesea detalii despre dictie, melodie
si pauzele respiratorii, astfel incat analiza
intervalelor de articulare si de sincronizare
ajuta la identificarea discrepantelor; cadrele
audiovizuale dedicate demonstreaza o pre-
cizie ridicata in potrivirea miscarilor buzelor
cu vorbirea [26].

Caracteristicile digitale sunt legate de
structura interna a fisierului: recodificarea
lasa urme in secventele GOP, codecuri si
timestamp-uri. Standardele internationale
ISO/IEC 27037 si 27050 impun inregis-
trarea acestor parametri si a fiecarei
operatiuni pe fisier pentru a permite verifi-
carea ulterioara [13]. Indicatorii biometrici
constituie un grup special: pe langa rPPG,
sunt studiate frecventa si amplitudinea cli-
pirilor, microvibratiile musculare, modifi-
carile diametrului pupilei si reactiile fizio-
logice asociate cu emotiile [28].

Astfel, tehnologiile deepfake extind
posibilitatile de creare a unor medii sinte-
tice, dar in acelasi timp le transforma intr-
un subiect complex de analiza criminalis-
tica. Natura hibrida a unor astfel de fisiere
necesita o sinteza a metodelor criminalis-
tice informatice, video , audio si lingvistice;
nicio disciplina singulara nu poate oferi o
imagine completa a originii si autenticitatii.

Videoclipurile deepfake ocupa un loc
unic in sistemul obiectelor criminalistice.
Acestea mostenesc proprietatile echipa-
mentelor video, deoarece necesita analiza
imaginilor, luminii, umbrelor si dinamicii
faciale, in acelasi timp fiind fisiere carora li
se aplica metode criminalistice informatice:
studiul codecurilor, metadatelor si structurii
GOP. Componentele audio si text necesita
analiza lingvistica a timbrului, dictiei si sin-
cronizarii vorbirii. In cele din urma, trasolo-
gia digitala studiaza ,urmele” - valori hash,
timestamp-uri si jurnalele de retea care in-
registreaza istoricul manipularii fisierelor.
Complexitatea obiectului implica faptul ca
fiabilitatea unui videoclip deepfake poate fi
confirmata doar printr-o sinteza a consta-
tarilor specialistilor in echipamente video,
sunet, infrastructura IT si drept.

Medicina se bazeaza pe cantitati vaste
de informatii audiovizuale: inregistrari ale
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correct [28]. Audiovisual inconsistencies
arise due to imperfect synchronization of
speech and facial expressions: algorithms
often omit details about diction, melody,
and breathing pauses, so analysis of artic-
ulation and synchronization intervals helps
identify discrepancies; Dedicated audiovis-
ual frames demonstrate high accuracy in
matching lip movements to speech [26].

Digital characteristics are related to
the internal structure of the file: recoding
leaves traces in GOP sequences, codecs,
and timestamps. International standards
ISO/IEC 27037 and 27050 require the re-
cording of these parameters and the log-
ging of each operation on the file to allow
for subsequent verification [13]. Biometric
indicators constitute a special group: in
addition to rPPG, the frequency and am-
plitude of blinks, muscle microvibrations,
changes in pupil diameter, and physiolog-
ical reactions associated with emotions are
studied [28].

Thus, deepfake technologies expand
the possibilities for creating synthetic en-
vironments, but at the same time turn them
into a complex subject of forensic analysis.
The hybrid nature of such files requires a
synthesis of computer, video, audio, and
linguistic forensic methods; no single dis-
cipline can provide a complete picture of
origin and authenticity.

Deepfake videos occupy a unique
place in the system of forensic objects.
They inherit the properties of video equip-
ment, as they require analysis of images,
light, shadows, and facial dynamics, and
at the same time, they are files to which
computer forensic methods are applied:
the study of codecs, metadata, and GOP
structure. Audio and text components re-
quire linguistic analysis of timbre, diction,
and speech synchronization. Finally, dig-
ital trasology studies ,traces” — hash val-
ues, timestamps, and network logs that re-
cord the history of file manipulation. The
complexity of the subject implies that the
reliability of a deepfake video can only be
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interventiilor chirurgicale, consultatiilor, di-
agnosticelor si examinarilor medico-legale.
Proliferarea modelelor generative prezin-
ta o gama larga de amenintari. Revista BMJ
a remarcat ca escrocii au creat reclame cu
,doctori” pentru a promova medicamente
dubioase si ca o parte semnificativa a tele-
spectatorilor nu a reusit sa distinga falsurile
de consultatiile reale [31]. In telemedicina,
infractorii creeaza conturi false de medici
sau pacienti, programeaza consultatii onli-
ne si extorcheaza plati; expertii recomanda
ca profesionistii din domeniul sanatatii sa
verifice datele biometrice ale persoanei cu
care vorbesc, sa compare informatiile pe
mai multe canale si sa utilizeze platforme
securizate [30]. Avertismentele publice din
partea autoritatilor moldovene evidentiaza
desincronizarea buzelor si a vocii, expresiile
faciale dure si pauzele ciudate ca semne de
deepfake [20].

O problema separata este ascunde-
rea erorilor medicale si a fraudei in asigu-
rari: videoclipurile chirurgicale modificate
pot ascunde actiuni reale sau, dimpotriva,
pot inscena leziuni pentru a obtine despa-
gubiri. In sfera publica, falsificarile extinse
care implica uzurparea identitatii medicilor
sau politicienilor pot submina increderea in
institutiile medicale si in sistemul de sana-
tate. Falsificarea inregistrarilor chirurgica-
le pentru a ascunde neglijenta, uzurparea
identitatii unui medic sau pacient in timpul
consultatiilor online, crearea de videocli-
puri false despre rezultatele studiilor cli-
nice de succes, simularea procedurilor sau
falsificarea rapoartelor video ale autopsiei.

Accesibilitatea instrumentelor gene-
rative este sporita de faptul ca cetatenii
adesea nu au abilitatile tehnice necesare
pentru a verifica sursa unui videoclip si
pentru a avea incredere in orice dovada vi-
zuala. Prin urmare, consolidarea increderii
in dovezile digitale in medicina si cresterea
alfabetizarii digitale in randul populatiei
sunt deosebit de importante.

Abordarile moderne de detecta-
re a deepfake-urilor sunt impartite in
traditionale (pasive) si tehnice (active).
Dezvoltarea lor este determinata de fap-
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confirmed by a synthesis of the findings of
specialists in video equipment, sound, IT
infrastructure, and law.

Medicine relies on vast amounts of
audiovisual information: recordings of sur-
geries, consultations, diagnoses, and fo-
rensic examinations. The proliferation of
generative models poses a wide range of
threats. The BMJ magazine noted that scam-
mers have created advertisements featur-
ing ,doctors” to promote dubious drugs
and that a significant proportion of viewers
were unable to distinguish the fakes from
real consultations [31]. In telemedicine,
criminals create fake accounts for doctors
or patients, schedule online consultations,
and extort payments; experts recommend
that healthcare professionals verify the bi-
ometric data of the person they are talking
to, compare information across multiple
channels, and use secure platforms [30].
Public warnings from Moldovan authorities
highlight lip and voice desynchronization,
stiff facial expressions, and awkward paus-
es as signs of deepfakes [20].

A separate issue is the concealment
of medical errors and insurance fraud: ed-
ited surgical videos can hide real actions
or, conversely, stage injuries to obtain
compensation. In the public sphere, wide-
spread fakes involving the impersonation of
doctors or politicians can undermine trust
in medical institutions and the healthcare
system. Falsifying surgical records to con-
ceal negligence, impersonating a doctor or
patient during online consultations, cre-
ating fake videos about successful clinical
trial results, simulating procedures, or fal-
sifying autopsy video reports.

The accessibility of generative tools is
compounded by the fact that citizens often
lack the technical skills to verify the source
of a video and trust any visual evidence.
Therefore, building trust in digital evidence
in medicine and increasing digital literacy
among the population are particularly im-
portant.

Modern approaches to detecting
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tul ca deepfake-urile devin din ce in ce mai
realiste, iar simpla inspectie vizuala nu mai
este suficienta.

Etapa de baza a analizei criminalistice
ramane indispensabila: un specialist exa-
mineaza inregistrarea video, comparand
cadrele disputate cu sursele de referinta,
verificand continuitatea temporala, lipsa
de uniformitate de editare, modificarile de
rezolutie, codecurile si marcajele tempora-
le. Abordarile timpurii s-au concentrat pe
artefacte spatiale evidente — modele nere-
gulate de pixeli, nepotriviri de iluminare si
umbre. Verificarea metadatelor (marcaje
temporale, structuri GOP, codecuri) dez-
valuie cazuri de recodificare, adesea fo-
losite pentru a ascunde urme de genera-
re. Expertul acorda atentie, de asemenea,
desincronizarii buzelor si vocii, imaginilor
statice de fundal si estomparii imaginii.
Cu toate acestea, metodele traditionale se
confrunta cu limitari: ochiul uman nu poa-
te detecta inconsecvente microscopice, iar
falsificarile care au suferit mai multe cicluri
de compresie mascheaza semnele primare.
Prin urmare, analiza vizuala este comple-
tata de analiza frecventei si spectrala, care
dezvaluie anomalii in distributia frecventei
si ajuta la detectarea manipularii chiar si in
fisiere puternic comprimate [26].

Metodele tehnice de detectare evolu-
eaza la fel de rapid ca sistemele generative
in sine. Detectoarele de uz general utilizea-
za retele neuronale profunde care invata
reprezentarile ascunse ale imaginilor si in-
registrarilor video fara a se concentra pe
artefacte specifice. Eficacitatea lor depin-
de de diversitatea datelor de antrenament:
modelele antrenate pe un singur set de
date nu se generalizeaza bine la noi tipuri
de generatii, asa ca cercetatorii utilizeaza
transfer learning [29]. O alta clasa de meto-
de analizeaza artefactele vizuale si caracte-
risticile spectrale: algoritmii cauta anomalii
ale pixelilor, neregularitati ale texturii pie-
lii, estompare artificiala si nuante inconsis-
tente. Astfel de metode sunt utile pentru
filtrarea initiala, dar pe masura ce mode-
lele generative se imbunatatesc, defectele
vizuale sunt netezite, necesitand analize

92

deepfakes are divided into traditional (pas-
sive) and technical (active). Their develop-
ment is driven by the fact that deepfakes
are becoming increasingly realistic, and
simple visual inspection is no longer suffi-
cient.

The basic stage of forensic analysis
remains indispensable: a specialist exam-
ines the video recording, comparing the
disputed frames with reference sources,
checking for temporal continuity, editing
inconsistencies, resolution changes, co-
decs, and timestamps. Early approaches fo-
cused on obvious spatial artifacts—irregu-
lar pixel patterns, lighting mismatches, and
shadows. Verifying metadata (timestamps,
GOP structures, codecs) reveals cases of
recoding, often used to hide traces of gen-
eration. The expert also pays attention to
lip and voice desynchronization, static
background images, and image blurring.
However, traditional methods face limita-
tions: the human eye cannot detect micro-
scopic inconsistencies, and fakes that have
undergone multiple compression cycles
mask the primary signs. Therefore, visual
analysis is complemented by frequency and
spectral analysis, which reveals anomalies
in frequency distribution and helps detect
manipulation even in heavily compressed
files [26].

Technical detection methods are
evolving as rapidly as generative systems
themselves. General-purpose detectors
use deep neural networks that learn the
hidden representations of images and vid-
eos without focusing on specific artifacts.
Their effectiveness depends on the diver-
sity of the training data: models trained on
a single dataset do not generalize well to
new types of generations, so researchers
use transfer learning [29]. Another class of
methods analyzes visual artifacts and spec-
tral characteristics: algorithms look for
pixel anomalies, skin texture irregularities,
artificial blurring, and inconsistent shades.
Such methods are useful for initial filtering,
but as generative models improve, visual
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spectrale suplimentare si imbunatatirea
componentelor de inalta frecventa [26].

Indicii biologici si comportamentali
permit detectarea inconsecventelor difi-
cil de sintetizat. Metodele rPPG analizeaza
variatiile nuantei pielii asociate cu ritmul
cardiac si identifica inconsecventele loca-
le [28]. Analiza microvibratiilor muscula-
re, a frecventei si amplitudinii clipitului, a
directiei privirii si a sincronizarii vorbirii cu
miscarile buzelor imbunatateste precizia
detectarii. Detectoarele multimodale recen-
te combina imagini, audio si text folosind
arhitecturi care combina CNN-uri, Vision
Transformers si retele temporale, obtinand
performante ridicate pe seturi de testare.
Cu toate acestea, testele arata ca modelele
antrenate pe seturi de date academice pierd
din precizie atunci cand sunt expuse la do-
sare medicale reale; acest lucru evidentiaza
necesitatea actualizarilor regulate ale setu-
lui de date si a adaptarii algoritmilor la noile
conditii de imagistica [15].

Pe langa detectare, integritatea
lantului de date este importanta in practica
criminalistica. Utilizarea jurnalelor secu-
rizate si a registrelor blockchain inregis-
treaza fiecare operatiune cu fisierele, pre-
venind modificarea nedetectata a datelor
si confirmand autenticitatea inregistrarii.
Utilizarea blockchain-urilor private pentru
inregistrarile video ale interventiilor chi-
rurgicale si ale consultatiilor de telemedi-
cina permite verificarea independenta si
respecta standardele internationale [13].

Implementarea metodelor descrise in
domeniul sanatatii necesita luarea in con-
siderare a specificului proceselor medica-
le. Verificarea fiabila a inregistrarilor video
ale interventiilor chirurgicale si autopsiilor
medico-legale necesita pastrarea fluxurilor
originale fara compresie, protejarea aces-
tora cu sume hash unice si filmarea paralela
din unghiuri multiple. Astfel de inregistrari
ar trebui stocate in sisteme informatice
spitalicesti criptate, unde fiecare acces este
inregistrat intr-un jurnal de evenimente. In
telemedicina, persoanele rau intentionate
utilizeaza tehnologii deepfake pentru a se
da drept medici, a efectua consultatii ficti-
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defects are smoothed out, requiring addi-
tional spectral analysis and improvement
of high-frequency components [26].

Biological and behavioral cues allow
for the detection of inconsistencies that
are difficult to synthesize. rPPG methods
analyze skin tone variations associated
with heart rate and identify local inconsist-
encies [28]. Analysis of muscle microvibra-
tions, blink frequency and amplitude, gaze
direction, and speech synchronization with
lip movements improves detection accura-
cy. Recent multimodal detectors combine
images, audio, and text using architectures
that combine CNNs, Vision Transformers,
and temporal networks, achieving high
performance on test sets. However, tests
show that models trained on academic da-
tasets lose accuracy when exposed to real
medical records; this highlights the need
for regular dataset updates and adaptation
of algorithms to new imaging conditions
[15].

In addition to detection, data chain
integrity is important in forensic practice.
The use of secure logs and blockchain reg-
istries records every operation with the
files, preventing undetected data modifi-
cation and confirming the authenticity of
the record. The use of private blockchains
for video recordings of surgical procedures
and telemedicine consultations allows for
independent verification and complies with
international standards [13].

Implementing the methods described
in healthcare requires consideration of the
specifics of medical processes. Reliable
verification of video recordings of surgical
procedures and forensic autopsies requires
storing the original streams without com-
pression, protecting them with unique hash
sums, and parallel filming from multiple
angles. Such recordings should be stored
in encrypted hospital information systems,
where each access is recorded in an event
log. In telemedicine, malicious individuals
use deepfake technologies to impersonate
doctors, conduct fictitious consultations,
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ve, a emite retete si a obtine acces la date
personale; infractorii cibernetici pot adapta
stilul de comunicare si jargonul medical la
un anumit specialist [25] [32] [33]. Pacientii
care utilizeaza date biometrice false oco-
lesc procedurile de inregistrare si primesc
servicii sau fonduri in mod ilegal [33].

Pentruacontracaraacesteamenintari,
platformele de telemedicina trebuie sa im-
plementeze mecanisme de verificare mul-
tistratificate: identificare video in timp real,
autentificare de doi factori, comparare bi-
ometrica cu bazele de date si inregistrarile
sesiunilor anterioare, precum si criptare
obligatorie a canalelor de comunicare. In
practica criminalistica, detectoarele multi-
modale care analizeaza imaginea, sunetul si
textul ar trebui combinate cu metode fizio-
logice, cum ar fi rPPG, pentru a determina
daca circulatia sangelui si micromiscarile
observate sunt naturale. Compararea
fisierelor contestate cu inregistrarile ofici-
ale stocate in sistemele spitalicesti ajuta la
identificarea inconsecventelor. Companiile
ofera solutii adaptate institutiilor medicale:
detectoarele locale de continut deepfake
verifica fiecare flux in timp real si nu trimit
date in afara institutiei, asigurand confor-
mitatea cu cerintele HIPAA si GDPR [33].
Eficacitatea unor astfel de sisteme depinde
de calitatea datelor sursa si de actualizarile
regulate ale algoritmilor ca raspuns la noile
tipuri de falsificari.

In pofida progreselor inregistrate
in recunoasterea continutului deepfake,
expertii continua sa se confrunte cu provo-
cari serioase. In primul rand, exista o lipsa a
unei legislatii unificate si a unor standarde
metodologice pentru evaluarea criminalis-
tica a videoclipurilor digitale: standardele
internationale (ISO/IEC 27037, The Euro-
pean Union’s Al regulation - the ,Al Act”) nu
au fost inca integrate in sistemele juridice
nationale, astfel incat expertii sunt obligati
sa se bazeze pe documente departamenta-
le disparate [12] [13]. In al doilea rand, multi
detectori demonstreaza o precizie ridicata
pe seturi de date deschise, dar isi pierd efi-
cacitatea atunci cand se confrunta cu noi
modele generative si scene medicale slab
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issue prescriptions, and gain access to per-
sonal data; cybercriminals can adapt their
communication style and medical jargon to
a particular specialist [25][32][33]. Patients
using false biometric data bypass registra-
tion procedures and receive services or
funds illegally [33].

To counter these threats, telemedi-
cine platforms must implement multi-lay-
ered verification mechanisms: real-time
video identification, two-factor authenti-
cation, biometric comparison with data-
bases and previous session recordings, and
mandatory encryption of communication
channels. In forensic practice, multimodal
detectors that analyze image, sound, and
text should be combined with physiolog-
ical methods, such as rPPG, to determine
whether the blood flow and micro-move-
ments observed are natural. Comparing
disputed files with official records stored
in hospital systems helps identify incon-
sistencies. Companies offer solutions tai-
lored to medical institutions: local deep-
fake content detectors check each stream
in real time and do not send data outside
the institution, ensuring compliance with
HIPAA and GDPR requirements [33]. The
effectiveness of such systems depends on
the quality of the source data and regular
updates to the algorithms in response to
new types of fakes.

Despite advances in deepfake content
recognition, experts continue to face seri-
ous challenges. First, there is a lack of uni-
fied legislation and methodological stand-
ards for the forensic evaluation of digital
videos: international standards (ISO/IEC
27037, The European Union’s Al regulation
(the , Al Act”)) have not yet been integrated
into national legal systems, so experts are
forced to rely on disparate departmental
documents [12][13]. Second, many detec-
tors demonstrate high accuracy on open
datasets but lose their effectiveness when
confronted with new generative models
and poorly lit medical scenes. The emer-
gence of deepfake videos with realistic
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iluminate. Aparitia videoclipurilor deepfa-
ke cu ritmuri realiste ale batailor inimii a
complicat aplicarea metodelor rPPG [28].
Chiar si retelele multimodale care combina
analiza imaginilor, audio si textului se do-
vedesc instabile atunci cand se confrunta
cu secvente chirurgicale zgomotoase sau
inregistrari video de calitate scazuta. Se-
tul limitat de date specializate ramane o
problema serioasa: majoritatea seturilor
de date cunoscute contin actori in conditii
controlate, in timp ce materialele medica-
le reale sunt practic indisponibile, ceea ce
reduce capacitatea algoritmilor de a gene-
raliza [15].

Problemele organizatorice si de per-
sonal prezinta nu mai putine dificultati. O
analiza cuprinzatoare a continutului dee-
pfake necesita o echipa care sa reuneas-
ca specialisti in criminalistica, medicina,
invatare automata, criptografi si experti
in securitate digitald. In Moldova, o ast-
fel de sinteza a competentelor este inca
rara; multi experti criminalisti nu sunt
familiarizati cu principiile de functionare
ale retelelor generative si ale metodelor bi-
ometrice, in timp ce specialisti IT nu inteleg
intotdeauna cerintele procedurale pentru
probe. Lipsa de incredere in instrumente-
le open source reprezinta, de asemenea,
un obstacol: desi studiile arata rezultate
comparabile pentru solutiile open sour-
ce atunci cand se respecta procedurile de
validare [13], autoritatile judiciare nu sunt
intotdeauna dispuse sa accepte astfel de
constatari. Schimbul international este, de
asemenea, subdezvoltat: doar o parte din
evaluarile expertilor sunt recunoscute de
instantele din alte tari in cadrul asistentei
reciproce, ceea ce complica investigarea
infractiunilor transfrontaliere. Toate aces-
tea fac relevante initiativele de armonizare
a metodologiilor si recunoastere a standar-
delor internationale in cadrul Conventiei
de la Budapesta si al proiectelor precum
CyberEast + [7] [8].

Este necesara o abordare cuprinza-
toare pentru a creste increderea in do-
vezile digitale. La nivel legislativ ar trebui
elaborat un standard unificat pentru crimi-
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heartbeat rhythms has complicated the ap-
plication of rPPG methods [28]. Even mul-
timodal networks that combine image, au-
dio, and text analysis prove unstable when
confronted with noisy surgical images or
low-quality video recordings. The limited
set of specialized data remains a serious
problem: most known datasets contain ac-
tors in controlled conditions, whil ly real
medical materials are virtually unavailable,
which reduces the ability of algorithms to
generalize [15].

Organizational and staffing issues
present no fewer difficulties. A comprehen-
sive analysis of deepfake content requires a
team that brings together specialists in fo-
rensics, medicine, machine learning, cryp-
tography, and digital security. In Moldova,
such a synthesis of skills is still rare; many
forensic experts are unfamiliar with the op-
erating principles of generative networks
and biometric methods, while IT specialists
do not always understand the procedural
requirements for evidence. Lack of trust
in open-source tools is also an obstacle:
although studies show comparable results
for open-source solutions when validation
procedures are followed [13], judicial au-
thorities are not always willing to accept
such findings. International exchange is
also underdeveloped: only some expert as-
sessments are recognised by courts in oth-
er countries in the context of mutual assis-
tance, which complicates the investigation
of cross-border crimes. All this makes in-
itiatives to harmonize methodologies and
recognize international standards under
the Budapest Convention and projects
such as CyberEast + [7][8] relevant.

A comprehensive approach is needed
to increase confidence in digital evidence.
At the legislative level, a unified standard
for digital media forensics should be devel-
oped, defining the procedure for labeling
synthetic content, its removal and verifica-
tion, as well as the liability of participants
for concealing its origin. This standard
should be based on the international rec-
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nalistica media digitala, care sa defineas-
ca procedura de etichetare a continutului
sintetic, eliminarea si verificarea acestuia,
precum si raspunderea participantilor pen-
tru ascunderea originii sale. Acest standard
ar trebui sa se bazeze pe recomandarile
internationale ISO/IEC 27037 si The Euro-
pean Union’s Al regulation (the , Al Act”) [12]
[13], sa fie adaptat la legislatia moldoveneas-
ca si sa prevada pastrarea metadatelor si a
valorilor hash. De asemenea, este impor-
tant sa se stimuleze dezvoltarea de seturi
de date medicale specializate: experienta
din proiectele MedForensics arata ca cre-
area de seturi de date care reflecta mediul
clinic real imbunatateste semnificativ cali-
tatea clasificatorilor [15]. Astfel de baze de
date ar trebui dezvoltate cu participarea
institutiilor medicale, respectand in acelasi
timp confidentialitatea si regulile etice.

Pe langa masurile de reglementare,
este necesara implementarea unor solutii
tehnice pentru controlul lantului de cus-
todie: registrele blockchain si contrac-
tele inteligente vor asigura transparenta
tranzactiilor cu fisierele si vor verifica
imutabilitatea datelor [13]. Urmatorul pas
este crearea unor centre interdisciplinare
in cadrul institutiilor criminalistice, care
sa reuneasca avocati, criminologi, medici
si specialisti IT. Imbunatatirea alfabetiza-
rii digitale ramane un domeniu important:
programele educationale pentru medici,
pacienti si personalul tehnic ar trebui sa
explice cum se verifica autenticitatea vi-
deoclipurilor, ce semne indica falsificarea
si ce trebuie facut daca se suspecteaza co-
miterea unei fraude. Odata cu dezvoltarea
rapida a modelelor generative, comunita-
tea stiintifica trebuie sa fie cu un pas ina-
intea raufacatorilor, propunand metode
inovatoare de detectare si protectie. Un
domeniu promitator este studiul caracte-
risticilor fiziologice locale: in timp ce gene-
ratoarele moderne de deepfake reproduc
deja cu acuratete pulsul general, analiza
distributiei fluxului sanguin facial, a ritmu-
rilor de microvibratii si a modelelor de cli-
pit poate dezvalui anomalii ascunse [28].

In domeniul stocarii si autentifica-
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ommendations ISO/IEC 27037 and the Eu-
ropean Union’s Al regulation (the ,Al Act”)
[12] [13], be adapted to Moldovan legisla-
tion, and provide for the preservation of
metadata and hash values. It is also impor-
tant to stimulate the development of spe-
cialized medical datasets: experience from
MedForensics projects shows that creating
datasets that reflect the real clinical envi-
ronment significantly improves the quality
of classifiers [15]. Such databases should be
developed with the participation of medi-
cal institutions, while respecting confiden-
tiality and ethical rules.

In addition to regulatory measures,
technical solutions for chain of custody
control need to be implemented: block-
chain registries and smart contracts will
ensure the transparency of file transac-
tions and verify the immutability of data
[13]. The next step is to create interdisci-
plinary centers within forensic institutions,
bringing together lawyers, criminologists,
doctors, and IT specialists. Improving digi-
tal literacy remains an important area: ed-
ucational programs for doctors, patients,
and technical staff should explain how
to verify the authenticity of videos, what
signs indicate falsification, and what to do
if fraud is suspected. With the rapid devel-
opment of generative models, the scientific
community needs to stay one step ahead of
the bad guys by coming up with innovative
ways to detect and protect against them.
One promising area is the study of local
physiological characteristics: while mod-
ern deepfake generators already accurately
reproduce the general pulse, analysis of fa-
cial blood flow distribution, microvibration
rhythms, and blinking patterns can reveal
hidden anomalies [28].

In the field of media file storage and
authentication, combinations of block-
chain and post-quantum cryptography of-
fer promising results, ensuring long-term
data protection. The concept of “Forensic
of Things” involves equipping medical de-
vices with sensors and digital trace record-
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rii fisierelor media, combinatiile dintre
blockchain si criptografia post-cuantica
ofera rezultate promitatoare, asigurand
protectia datelor pe termen lung. Concep-
tul de ,Forensic of Things” implica dotarea
echipamentelor medicale cu senzori si in-
registratoare digitale de urme, ceea ce va
permite colectarea automata a dovezilor si
va creste transparenta operatiunilor [13].
De asemenea, ar trebui dezvoltata cerce-
tarea juridica: este necesar sa se analizeze
experienta tarilor care implementeaza re-
glementari speciale impotriva deepfake-
urilor (de exemplu, cerinta Chinei privind
etichetarea obligatorie a continutului sinte-
tic [14]) si, pe baza acesteia, sa se elaboreze
propuneri pentru modernizarea legislatiei
nationale. Initiativele internationale, cum
ar fi Conventia de la Budapesta si proiec-
tele CyberEast +, ofera o platforma pentru
schimbul de experienta, dezvoltarea de
standarde comune si imbunatatirea califi-
carilor expertilor, ceea ce este important
pentru combaterea eficienta a criminalitatii
deepfake [7] [8].

CONCLUZII

Falsificarile video bazate pe retele ne-
uronale au schimbat radical domeniul pro-
belor digitale, punand sub semnul intrebarii
nu doar credibilitatea videoclipurilor indivi-
duale, ci si increderea publicului in sistemul
judiciar. In contextul digitalizarii asistentei
medicale, astfel de falsificari pot induce in
eroare pacienti si medici, masca erori me-
dicale, discredita institutiile medicale si
submina garantiile procedurale. O analiza a
cadrului de reglementare releva faptul ca in
Republica Moldova nu exista o definitie uni-
ficata a deepfake-ului, in pofida cerintelor
documentelor internationale - The Euro-
pean Union’s Al regulation (the ,Al Act’),
Principiile OCDE privind IA si Conventia de
la Budapesta - cu privire la transparenta,
etichetarea si responsabilitatea in vederea
utilizarii continutului sintetic. In consecinta,
conceptul de deepfake trebuie incorporat in
legislatia nationala ca subiect independent
al examinarii criminalistice.
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ers, which will enable automatic evidence
collection and increase the transparency of
operations [13]. Legal research should also
be developed: it is necessary to analyze the
experience of countries that implement
special regulations against deepfakes (for
example, China’s requirement for manda-
tory labeling of synthetic content [14]) and,
based on this, develop proposals for mod-
ernizing national legislation. International
initiatives such as the Budapest Convention
and CyberEast+ projects provide a plat-
form for sharing experience, developing
common standards, and improving expert
qualifications, which is important for effec-
tively combating deepfake crime [7][8].

4. CONCLUSIONS

Neural network-based video forger-
ies have radically changed the field of digi-
tal evidence, calling into question not only
the credibility of individual videos, but also
public trust in the justice system. In the
context of the digitization of healthcare,
such fakes can mislead patients and doc-
tors, mask medical errors, discredit medi-
cal institutions, and undermine procedural
safeguards. An analysis of the regulatory
framework reveals that there is no unified
definition of deepfakes in the Republic of
Moldova, despite the requirements of in-
ternational documents - The European
Union’s Al regulation (the ,Al Act”), the
OECD Principles on Al, and the Budapest
Convention - on transparency, labeling,
and responsibility in the use of synthet-
ic content. Consequently, the concept of
deepfakes must be incorporated into na-
tional legislation as an independent subject
of forensic examination.

The technological race between
deepfake creators and detectors contin-
ues. Traditional methods based on visual
analysis and metadata verification are giv-
ing way to combined approaches involving
deep neural networks, audiovisual syn-
chronization analysis, biometric signals,
and spectral artifacts. New research shows
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Cursa tehnologica dintre creatorii si
detectorii de deepfake-uri continua. Me-
todele traditionale bazate pe analiza vizu-
ala si verificarea metadatelor cedeaza lo-
cul unor abordari combinate care implica
retele neuronale profunde, analiza sincro-
nizarii audiovizuale, semnale biometrice
si artefacte spectrale. Noi cercetari arata
ca falsurile de inalta calitate pot contine
un puls general realist, astfel incat atentia
se indreapta catre variatiile locale ale flu-
xului sanguin, micromiscari si integrarea
informatiilor prin diferite modalitati. Con-
tramasurile eficiente necesita standarde
internationale, certificarea detectoarelor,
dezvoltarea de seturi de date medicale
specializate si implementarea tehnologiilor
blockchain pentru inregistrarea lantului de
custodie. Doar colaborarea interdisciplina-
ra intre avocati, profesionisti din domeniul
medical, specialisti in stiinte criminalistice
siin inteligenta artificiala poate asigura fia-
bilitatea dovezilor video si protejarea drep-
turilor pacientilor in era mediilor sintetice.

that even high-quality fakes can contain
a generally realistic pulse, so attention is
turning to local variations in blood flow,
micro-movements, and the integration of
information from different modalities. Ef-
fective countermeasures require interna-
tional standards, detector certification, the
development of specialized medical data-
sets, and the implementation of blockchain
technologies for chain of custody record-
ing. Only interdisciplinary collaboration
between lawyers, medical professionals,
forensic scientists, and artificial intelli-
gence specialists can ensure the reliabili-
ty of video evidence and protect patients’
rights in the era of synthetic media.
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