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Urmdrirea penald reprezintd prima fazd
a procesului penal, in care organe judiciare
adecvate exercitd o functie judiciard proprie
materializatd prin acte specifice, denumite
acte de urmdrire penald. Activitatea judiciard
principald aferentd acestei functii este activitatea
de urmdrire penald, exercitatd de organele
de urmdrire penald, potrivit competentelor
specifice si subsumatd scopului procesului
penal, de constatare a infractiunilor si tragere la
rdspundere penald.

In faza urmdririi penale existd si o altd activitate
Jjudiciard reglementatd prin dispozitii speciale, cu
privire la drepturile si libertdtile fundamentale, din
care face parte si dreptul la viata privatd. Aceastd
activitate se exercitd in faza urmdririi penale, in
considerarea dispozitiilor CPP, de organele de
urmdrire penald, simultan cu activitatea de urma-
rire penald, responsabilitatea apartindnd organe-
lor de urmdrire penald privind respectarea acestui
drept la viata privatd. Rolul organelor de urmdrire
penale in aplicarea activitdtilor de urmdrire pena-
le, cu respectarea si protejarea dreptului la viata
privatd pdrtilor, este esential si obligatoriu.

Nerespectarea dreptului la viata privatd
pdrtilor, in aplicarea activitdtilor de urmdrire pe-
nald, este sanctionatd de legislatie administrativ,
civil, penal, cat si de CtEDO. Studiul dezbate si pre-
zintd necesitatea lipsei de publicitate in faza de
urmdrire penald si rolul mdsurilor, ca garantie de
protejare a dreptului la viata privatd.

Cuvinte-cheie: sistem juridic, urmdrire penald,
drept procesual penal, mdsuri, drept la viata pri-
vatad, sarcini.

Criminal prosecution represents the first
phase of the criminal process, during which
appropriate judicial bodies exercise a judicial
function through specific acts, known as acts of
criminal prosecution. The main judicial activity
associated with this function is the criminal pros-
ecution itself, carried out by the prosecution au-
thorities according to their specific competencies
and aligned with the purpose of the criminal pro-
cess — namely, the identification of offenses and
the bringing of perpetrators to criminal liability.

During the criminal prosecution phase, there
is also another judicial activity regulated by spe-
cial provisions concerning fundamental rights
and freedoms, including the right to privacy. This
activity is carried out during the criminal prosecu-
tion phase, in accordance with the provisions of
the Criminal Procedure Code (CPC), by the prose-
cution authorities, simultaneously with the pros-
ecution activity. The responsibility for respecting
this right to privacy lies with the prosecution au-
thorities. Their role in conducting criminal prose-
cution activities while respecting and protecting
the parties’ right to privacy is essential and man-
datory.

Failure to respect the right to privacy in the
conduct of criminal prosecution activities is sanc-
tioned by administrative, civil, and criminal legis-
lation, as well as by the European Court of Human
Rights (ECHR). The study discusses and presents
the necessity of the lack of publicity during the
criminal prosecution phase and the role of such
measures as a safeguard for the protection of the
right to privacy.

Keywords: legal system, criminal prosecution,
criminal procedural law, measures, right to privacy,
duties.
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INTRODUCERE

Functia de urmarire penala se exercita
de organele de urmarire penala (procuror
si organele de cercetare penald), in timp
ce functia de dispozitie asupra drepturilor
si libertatilor fundamentale ale persoanei
se exercitd, In principal, de judecatorul de
drepturi si libertati in Romania, si de judecato-
rul de instructie In R. Moldova si, in subsidiar,
chiar de organele de urmarire penala. Obiectul
acestei faze procesuale este prefigurat expres
in cuprinsul art. 285 alin. (1) CPP ROM! [1], art.
252 CPP RM?[2]. Ce putem spune in acest sens,
cerinta strangerii probelor se materializeaza
prin urmatoarele activitati procesuale:

- identificarea probelor,

- administrarea probelor,

- aprecierea probelor.

In acest sens, art. 99 alin. (1) CPP ROM
[1] stabileste ca sarcina administrarii probelor
apartine in principal procurorului in actiunea
penald, iar potrivit art. 100, alin. (1) CPP RM
[2], apartine organului de urmarire penald, dar
siinstantei, doar la cererea partilor, prin proce-
deele probatorii prevazute de cod.

Exclusivitatea organului judiciar in ceea ce
priveste administrarea probelor este echilibrata
prin recunoasterea, pentru subiectii actiunii pe-
nale (persoana vatamatd, martori, Invinuit, in-
culpat), a dreptului de a propune administrarea
de probe, potrivit art. 100, alin. (3) CPP RM [2],
dar pentru legislatia din Romania, acest drept
nu poate fi refuzat decat In conditiile restrictive
ale art. 100 alin. (4) CPP ROM [1].

De asemenea, prin raportare la
dispozitiile art. 103 alin. (1) CPP ROM [1],
aprecierea fiecarei probe se face de organul de
urmarire penald, ca sa aiba o valoare dinainte
stabilita, sau prin raportare la dispozitiile art.
99 alin. (2) CPP RM [2], aprecierea probelor
este lasata la latitudinea organului de urmarire
penala sau a instantei.

1 Art. 285 alin. (1) CPP ROM - Urmarirea penala are
ca obiect strangerea probelor necesare cu privire la
existenta infractiunilor, la identificarea persoanelor care
au savarsit o infractiune si la stabilirea raspunderii penale
a acestora, pentru a se constata daca este sau nu cazul sa
se dispuna trimiterea in judecata.

2 Art. 252 CPP RM - Urmarirea penald are ca obiect colec-
tarea probelor necesare cu privire la existenta infractiunii,
la identificarea faptuitorului, pentru a se constata daca este
sau nu cazul sd se transmitd cauza penala in judecatad in
conditiile legii si pentru a se stabili rdspunderea acestuia.

INTRODUCTION

The criminal prosecution function is ex-
ercised by the criminal prosecution bodies (the
prosecutor and the criminal investigation bod-
ies), while the function of safeguarding funda-
mental rights and freedoms of the individual is
exercised primarily by the judge of rights and
freedoms in Romania, and by the investigating
judge in Moldova, and subsidiarily even by the
criminal prosecution bodies.

The object of this procedural phase is ex-
pressly outlined in Article 285 paragraph (1) of
the Romanian Criminal Procedure Code (CPC
ROM)? [1], and Article 252 of the Moldovan Crim-
inal Procedure Code (CPC RM)? [2]. In this regard,
the requirement to gather evidence is material-
ized through the following procedural activities:

— identification of evidence,

— administration of evidence,

- evaluation of evidence.

In this sense, Article 99 paragraph (1)
CPC ROM [1] establishes that the responsibil-
ity for administering evidence belongs primar-
ily to the prosecutor in criminal proceedings,
while according to Article 100 paragraph (1)
CPC RM [2], it belongs to the criminal prosecu-
tion body, and to the court only at the request
of the parties, through the evidentiary proce-
dures provided by the code.

The exclusivity of the judicial body in ad-
ministering evidence is balanced by recognizing,
for the subjects of criminal proceedings (injured
party, witnesses, suspect, defendant, etc.), the
right to propose the administration of evidence,
according to Article 100 paragraph (3) CPC RM
[2]. In Romanian legislation, this right can only
be refused under the restrictive conditions of
Article 100 paragraph (4) CPC ROM [1].

Furthermore, according to Article 103
paragraph (1) CPC ROM [1], the evaluation of
each piece of evidence is done by the criminal
prosecution body, so that it has a predeter-

! Article 285 paragraph (1) of the Romanian Criminal
Procedure Code (CPC ROM): Criminal prosecution aims
to gather the evidence necessary regarding the existence
of criminal offenses, the identification of the persons who
committed an offense, and the establishment of their
criminal liability, in order to determine whether or not
the case should be referred to trial.

2 Article 252 of the Moldovan Criminal Procedure
Code (CPC RM): Criminal prosecution aims to collect the
evidence necessary regarding the existence of the offense,
the identification of the perpetrator, in order to determine
whether or not the criminal case should be submitted to
trial under the conditions of the law, and to establish the
perpetrator’s liability.
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Aceastd activitate de strangere a probelor
este circumscrisa unui scop precis: pentru a se
constata daca este sau nu cazul sa se dispuna
trimiterea in judecata. Scopul fazei de urmarire
penala in privinta dreptului la viata privata este
la randul sau subsumat indeplinirii potrivit cu
scopul general al procesului penal, prevazut in
art. 8 CPP ROM? [1], respectiv art. 20 CPP RM* [2].

Obiectul concret al urmadririi penale
priveste in principal latura penala a cauzei. El
insa poate fi extins si cu privire la latura civila,
mai alesinsituatiain care actiunea civila trebuie
exercitatd din oficiu. Obiectul urmaririi penale,
prefigurat la nivel legislativ in art. 285 CPP
ROM, respectiv art. 253 CPP RM, se realizeaza
in concret prin indeplinirea unor activitati
specifice. Aceste activitati privesc fapta, in sens
de temei material atat al raspunderii penale,
cat si al raspunderii civile, dar si persoana
(ca subiect Impotriva caruia se realizeaza
tragerea la raspundere). Prin raportare la
aceste aspecte complexe, realizarea obiectului
urmaririi penale asigura aflarea adevarului

3 Art. 8 CPP ROM. Caracterul echitabil si termenul rezo-
nabil al procesului penal - Organele judiciare au obligatia
de a desfasura urmarirea penald si judecata cu respecta-
rea garantiilor procesuale si a drepturilor partilor si ale
subiectilor procesuali, astfel incat sa fie constatate la timp
si In mod complet faptele care constituie infractiuni, nicio
persoand nevinovata sa nu fie trasa la raspundere penala,
iar orice persoana care a savarsit o infractiune sa fie pe-
depsita potrivit legii, intr-un termen rezonabil.

* Art. 20 CPP RM. Desfasurarea procesului penal in
termen rezonabil - (1) Urmarirea penald si judecarea
cauzelor penale se face in termene rezonabile. (2) Crite-
riile de apreciere a termenului rezonabil de solutionare a
cauzei penale sint: 1) complexitatea cazului; 2) comporta-
mentul participantilor la proces; 3) conduita organului de
urmadrire penald si a instantei de judecata; 31) importanta
procesului pentru cel interesat; 4) varsta de panad la 18 ani
a victimei. (3) Urmarirea penala si judecarea cauzelor pe-
nale privind infractiunile de coruptie si cele conexe acte-
lor de coruptie, in special privind infractiunile prevazute
la art. 181-182 din Codul penal nr. 985/2002, a cauzelor
penale in care sunt persoane aflate in arest, precum si mi-
nori se fac de urgentd si in mod prioritar. (4) Respecta-
rea termenului rezonabil la urmarirea penald se asigura
de catre procuror, iar la judecarea cazului - de catre in-
stanta respectiva. (41) in cauzele penale previzute la art.
181-182 din Codul penal nr. 985/2002, urmarirea penala
urmeaza a fi terminatd intr-un termen de cel mult 6 luni.
Termenul de urmarire penald poate fi prelungit motivat
de catre procuror, cu informarea Procurorului General in
cazul fiecarei prelungiri. Cauzele respective se examinea-
za de catre prima instantd in cel mult 4 luni, iar de catre
instanta de apel - In cel mult doua luni, termene care pot
fi prelungite prin incheierea instantei respective.

mined value, or according to Article 99 par-
agraph (2) CPC RM [2], the evaluation of ev-
idence is left to the discretion of the criminal
prosecution body or the court.

This activity of gathering evidence is cir-
cumscribed to a specific purpose: to determine
whether or not the case should be sent to trial.
The purpose of the criminal prosecution phase
regarding the right to private life is itself subor-
dinated to fulfilling the general purpose of the
criminal process, as provided in Article 8 CPC
ROM? [1], and Article 20 CPC RM* [2].

The concrete object of criminal prosecu-
tion primarily concerns the criminal aspect of
the case. However, it may also be extended to
the civil aspect, especially in situations where
the civil action must be exercised ex officio.

The object of criminal prosecution, out-
lined legislatively in Article 285 CPC ROM and
Article 253 CPC RM, is concretely realized
through the fulfillment of specific activities.

These activities concern the act itself, as

3 Article 8 of the Romanian Criminal Procedure Code
(CPC ROM): Fairness and Reasonable Timeframe of
Criminal Proceedings Judicial authorities are obliged to
conduct criminal prosecution and trial while respecting
procedural guarantees and the rights of the parties and
procedural subjects, so that the facts constituting offens-
es are established in a timely and complete manner, no
innocent person is held criminally liable, and any person
who has committed an offense is punished according to
the law, within a reasonable timeframe.

* Article 20 of the Moldovan Criminal Procedure Code
(CPC RM): Conduct of Criminal Proceedings Within a
Reasonable Timeframe. 1.Criminal prosecution and trial
of criminal cases shall be carried out within reasonable
timeframes. 2.The criteria for assessing the reasonable
timeframe for resolving a criminal case are: a.the com-
plexity of the case; b. the behavior of the participants in
the proceedings; c. the conduct of the criminal prosecu-
tion body and the court; d. the importance of the proceed-
ings for the interested party; e. the victim’s age, if under
18. 3. Criminal prosecution and trial of cases involving
corruption offenses and those related to acts of corrup-
tion—especially those provided in Articles 181-182 of
Criminal Code No. 985/2002—as well as cases involving
individuals in detention and minors, shall be conducted
urgently and with priority. 4. Ensuring a reasonable time-
frame during criminal prosecution is the responsibility of
the prosecutor, and during trial, of the competent court.
41. In criminal cases provided under Articles 181-182 of
Criminal Code No. 985/2002, criminal prosecution must
be completed within a maximum of 6 months. This period
may be extended by the prosecutor with justification, and
the General Prosecutor must be informed of each exten-
sion. These cases shall be examined by the first instance
court within a maximum of 4 months, and by the appel-
late court within a maximum of 2 months—terms which
may be extended by decision of the respective court.
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prin furnizarea unui material probator necesar
lamuririi cauzei, sub toate aspectele. Putem
considera ca scopul implicit al activitatii de
strangere a probelor, ce alcdtuieste obiectul
fazei de urmarire penal3, este garantarea atat a
unei juste solutionadri a cauzei penale, cit sires-
pectarea si protejarea drepturilor si libertatilor
fundamentale, din care face parte si dreptul la
viata privata.

METODOLOGIE

In vederea cercetirii au fost aplicate o
serie de metode, printre care metoda analitica,
metoda logic3, in cadrul careia a fost utilizata
tehnica inductiei, cat si tehnica deductiei, fi-
ind clarificate situatiile actuale si normele care
conduc la nerespectarea dreptului la viata pri-
vata partilor, in faza urmaririi penale.

DISCUTII ST REZULTATE

Lipsa de publicitate in faza urmaririi pe-
nale este o trasatura esentiald a acestei etape,
prevazuta bineinteles de legislatie (art. 285
alin. (2) CPP ROM), in sensul 1n care activitatile
desfasurate de organele de urmarire penala sa
nu fie accesibile publicului larg. Aceastalipsa de
publicitate se transforma in confidentialitate,
necesara pentru a proteja ancheta si probele
obtinute si de a evita influentarea martorilor
sau a suspectilor, din punct de vedere al drep-
tului la viata privata.

Cu alte cuvinte, in aceasta faza, legea pre-
vede doar partilor implicate si avocatilor lor
ca pot avea acces limitat, existand bineinteles
interferentele cu dreptul la viata privata la anu-
mite informatii. Aceasta lipsa de publicitate ar
trebui sa contribuie la eficientizarea si operati-
vitatea anchetei, inclusiv prin intruziunea apli-
cata legal in viata privatd, in situatia in care se
acorda cu scopul urmarit, necesara intr-o soci-
etate democratica, prevazuta de lege si potrivit
principiului proportionalitatii, si nu prin Incal-
carea acestui drept la viata privata.

Lipsa de publicitate in faza urmaririi pe-
nale permite organelor de urmarire penala sa
administreze probe in asa mod incat sa garan-
teze protejarea dreptului la viata privata per-
soanelor implicate. Totusi, in anumite momente,
legislatiile din cele doua state confera anumite
drepturi partilor, acces la unele probe, ca urmare
a consultarii dosarului, prezentarii materialelor

the material basis for both criminal and civil
liability, as well as the person (as the subject
against whom liability is pursued).

In relation to these complex aspects, ful-
filling the object of criminal prosecution en-
sures the discovery of the truth by providing
the evidentiary material necessary to clarify
the case in all its aspects.

We can consider that the implicit pur-
pose of the activity of gathering evidence,
which constitutes the object of the criminal
prosecution phase, is to guarantee both a fair
resolution of the criminal case and the respect
and protection of fundamental rights and free-
doms, including the right to private life.

METHODOLOGY

For the purpose of the research, several
methods were employed, including the ana-
lytical method and the logical method, with-
in which both induction and deduction tech-
niques were used. These helped clarify the
current situations and the legal norms that lead
to violations of the right to privacy of the par-
ties during the criminal investigation phase.

DISCUSSIONS AND RESULTS

The lack of publicity during the criminal
investigation phase is a fundamental feature of
this stage, clearly provided by legislation (arti-
cle 285 paragraph (2) CPC ROM), meaning that
the activities carried out by the criminal inves-
tigation bodies are not accessible to the general
public. This lack of publicity becomes confiden-
tiality, which is necessary to protect the inves-
tigation and the evidence obtained, and to pre-
vent the influence of witnesses or suspects, in
terms of the right to privacy.

In other words, during this phase, the
law grants only the involved parties and their
lawyers limited access, with inevitable inter-
ference in the right to privacy regarding certain
information. This lack of publicity should con-
tribute to the efficiency and operability of the
investigation, including through legally applied
intrusion into private life, provided it aligns
with the intended purpose, is necessary in a
democratic society, is prescribed by law, and
respects the principle of proportionality—not
by violating the right to privacy.

This lack of publicity during the criminal
investigation phase allows the investigative au-
thorities to manage evidence in a way that en-
sures the protection of the right to privacy of
the individuals involved. However, at certain
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la terminarea urmadririi penale, confruntarilor,
prelungirii arestului preventiv, acces prin care
se produce incalcarea dreptului la viata priva-
t3, prin divulgarea datelor. In acest sens putem
vorbi si de principiul realitdtii, care impune din
partea organului de urmdrire penald, pentru
respectarea dreptului la viata privata, cu ocazia
accesului la unele probe, un grad considerabil
de control. Interesul specific autoritatii este al
dominatiei actului in sine, a modului si a forme-
lor suplimentare de control, care trebuie sa le
depaseasca si pe cele suspectate de a fi Incalcate,
indispensabile oricarui organ de urmarire pena-
1a. Controlul suplimentar se dezvolta ca urmare
a interesului, de respectare a dreptului la viata
privata si a accesului la probele cauzei, prevazu-
te a fi desfasurate, de legislatie. Acest control de
dominatie a activitatii este numit represiune su-
plimentara datoritd acestei realitati, de garantie
a protejarii dreptului la viata privata. Acest con-
trol asupra activitatii, de respectare a dreptului la
viata privatd, cu ocazia accesului la probe, poate fi
considerat echivalent cu inteligenta, desi terme-
nul inteligenta are semnificatii diferite. Una din-
tre aceste semnificatii este, odata cu informatia
procesatd, produsul dezvoltarii de informatii,
ceea ce se presupune, prin selectia si evalua-
rea informatiilor, pentru a raspunde aplicarii in
aceeasi procedura a ambelor activitati, cu ocazia
accesului la probe si a protejarii dreptului la viata
privati. In acest sens putem vorbi de o inteligenta
tactica a organului de urmadrire penala.

In conformitate cu legislatia, nu este usor
sa diferentiezi si sa respecti in acelasi timp am-
bele activitati, fara a Incalca pe niciunul dintre
ele. Sensul construirii unei pozitii a actiunii
se desfasoara ca urmare a unei activitati de
inteligentd, organul de urmarire penala avand
rolul stabilit de dinainte In vederea obtinerii re-
zultatului scontat (de ex: cu ocazia consultarii
dosarului in faza urmaririi penale, procedura ac-
ceptatd de legislatie, art. 94 CPP ROM, nu preve-
de anonimizarea datelor. Forma de nedivulgare
a datelor ramane la posibilitatea, neconferita
de legislatie, asupra modului de anonimizare,
organului de urmadrire penald). Cu toate aces-
tea, conceptul de inteligenta este asociat In mod
traditional cu activitatea desfasuratd corespun-
zdtor sau ca urmare a rezultatelor obtinute (de
ex., In cazul confruntarilor) si mai putin pentru
respectarea si protejarea datelor celorlalte parti,
din punct de vedere al dreptului la viata privata.

moments, the legislation of both states grants
specific rights to the parties, such as access
to certain pieces of evidence through case file
consultation, presentation of materials at the
end of the investigation, confrontations, or the
extension of preventive detention. These forms
of access may result in violations of the right to
privacy through the disclosure of personal data.

In this context, we can refer to the princi-
ple of reality, which requires the investigative
authority to exercise a considerable degree of
control to ensure respect for the right to privacy
when granting access to certain evidence. The au-
thority’s specific interest lies in dominating the
actitself, the manner in which it is conducted, and
the additional forms of control that must go be-
yond those legally permitted to be breached - an
indispensable aspect of any investigative body.

This additional control develops from
the need to respect the right to privacy and
manage access to case evidence as prescribed
by law. This dominance over the activity is re-
ferred to as “supplementary repression,” a con-
cept rooted in the reality of guaranteeing the
protection of the right to privacy.

This control over the activity - ensuring
respect for the right to privacy during access
to evidence - can be considered equivalent to
intelligence, although the term “intelligence”
carries different meanings. One such meaning,
once information is processed, is the product of
informational development, which implies the
selection and evaluation of data to respond to
the simultaneous application of both activities:
access to evidence and protection of privacy. In
this sense, we can speak of tactical intelligence
on the part of the investigative authority.

According to legislation, it is not easy to
differentiate and simultaneously respect both
activities without violating either. The con-
struction of a procedural position unfolds as a
resultofan intelligence-driven activity, with the
investigative authority having a predetermined
role aimed at achieving the desired outcome
(e.g., during case file consultation in the inves-
tigation phase—a procedure accepted by law,
Article 94 CPC ROM - which does not provide for
data anonymization. The form of non-disclosure
remains at the discretion of the investigative
body, although not granted by law).

Nevertheless, the concept of intelligence is
traditionally associated with properly conducted
activity or the results obtained (e.g., in the case
of confrontations), and less with the respect and
protection of other parties’ data in terms of the
right to privacy. This may explain why investiga-
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Acest lucru ar putea explica de ce organele de
urmarire penald nu pun pret uneori pe divulga-
rea datelor, ca si mod de garantie privind prote-
jarea dreptului la viata privata.

Chiar daca prevenirea si represiunea
tind sa dispara sau cel putin nu mai sunt com-
plet separate, tehnicile de investigare pro-
active in faza urmaririi penale sunt aplicate
pentru a colecta si analiza informatii despre
tendintele si riscurile criminalitatii, precum si
despre structurile criminale si actele pregati-
toare, nu sa vina si in sprijinul garantiilor de
protejare a dreptului la viata privata, ca forma
si asupra acestui drept, in faza urmaririi pena-
le. In nevoia de a proba pe orice cale activita-
tea infractionald, uneori organele de urmarire
penale nu mai iau in considerare respectarea si
protejarea acestui drept la viata privata.

Lupta impotriva faptelor savarsite impli-
ca in faza urmaririi penale colectarea, folosi-
rea si utilizarea unor cantitati masive de date,
informatii din cele mai diverse care sigur inter-
fereaza cu viata privata, intrucat pot interveni
in intimitatea persoanei. Sigur colectarea, folo-
sirea, utilizarea datelor nu ar pune probleme ca
urmare a activitatilor din faza urmaririi penale,
daca nu ar fi incalcat dreptul la viata privata.
Tocmai, garantarea protejarii dreptului la viata
privatad este urmarita de legislatii ca o solutie
adecvata desfasurarii activitatilor. Colecta-
rea de informatii nu este legata de o anumita
infractiune, fiind Indreptata spre identificarea
riscurilor in acest domeniul infractional, care
a devenit din ce in ce mai relevanta. Cu toate
acestea, In mod traditional, CPP-urile nu regle-
menteaza aceste activitati, deoarece sunt con-
siderate 1n afara procedurii penale. Pe de alta
parte, In Romania si R. Moldova nu sunt regle-
mentate competente si conditii pentru a duce
la indeplinire masuri al caror scop este identi-
ficarea riscurilor si instituirea strategiilor pre-
ventive, deoarece In mod traditional protectia
vietii private In general a fost luata in conside-
rare doar in cadrul cercetarilor penale si nu in
cadrul activitatilor conduse de informatii, care
bineinteles se obtin in faza urmaririi penale.

Se pare ca pentru obiective preventive pe
langa obtinerea informatiilor In vederea obtinerii
probelor cauzelor, concluzia care se trage des-
pre planificarea strategica asupra obiectivelor,
este ca majoritatea tipurilor de informatii sunt

tive authorities sometimes do not place sufficient
value on data disclosure as a means of guarantee-
ing the protection of the right to privacy.

Even though prevention and repression
tend to fade or are at least no longer entirely
distinct, proactive investigative techniques
during the criminal investigation phase are ap-
plied to collect and analyze information about
crime trends and risks, as well as criminal
structures and preparatory acts—not to sup-
port guarantees for the protection of the right
to privacy, either in form or substance, during
this phase. In the pursuit of proving criminal
activity by any means, investigative bodies
sometimes disregard the respect and protec-
tion of this right to privacy.

The fight against criminal acts during the
investigation phase involves the collection, use,
and processing of massive amounts of data and
diverse information that undoubtedly inter-
feres with private life, as it may intrude upon
personal intimacy. Certainly, the collection,
use, and processing of data would not pose
problems as a result of investigative activities
if the right to privacy were not violated. In fact,
the guarantee of privacy protection is pursued
by legislation as an appropriate solution for
conducting such activities.

Information gathering is not tied to a spe-
cific offense but is directed toward identifying
risks in the criminal domain, which has become
increasingly relevant. Nevertheless, tradition-
ally, Criminal Procedure Codes (CPC) do not
regulate these activities, as they are considered
outside the scope of criminal procedure. Fur-
thermore, in Romania and Moldova, there are
no regulated competencies or conditions for
implementing measures aimed at identifying
risks and establishing preventive strategies,
since traditionally, the protection of private
life has been considered only within the frame-
work of criminal investigations - not within
intelligence-led activities, which, of course, are
conducted during the investigation phase.

It appears that for preventive objectives,
alongside gathering information to obtain ev-
idence in cases, the conclusion drawn about
strategic planning is that most types of infor-
mation are used for surveillance and monitor-
ing of communications, tracking geographic
location devices, covert audio and video sur-
veillance, image processing, data extraction and
matching, filtering and intercepting networks,
thermal imaging technology, and many other
tracking devices. During intelligence activities
carried out in the criminal investigation phase,
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utilizate pentru supravegherea si monitorizarea
comunicatiilor, pentru a urmari dispozitivele de
localizare geograficd, supraveghere acustica si vi-
deo secretd, prelucrarea imaginilor, extragerea de
date si potrivirea, filetarea si interceptarea retelei,
tehnologia imagisticii termice, precum si multe
alte dispozitive de urmarire. In cadrul activitatilor
de informatii desfasurate in faza urmaririi pena-
le, organele de urmarire penale recurg la toate ti-
purile posibile de mijloace tehnice disponibile, In
functie de resursele financiare, potrivit evaluarilor
fiecarui caz in parte. Practicile urmate in vederea
obtinerii informatiilor in faza urmaririi penale nu
intra In sfera de aplicare a acestui studiu, intrucat
au fost protejate de garantarea confidentialitatii,
sinu ar trebui s puna probleme. In vederea divul-
garii de astfel de date, CP ROM/RM (art. 2265, art.

5 Art. 226 CP ROM. Violarea vietii private. (1) Atingerea
adusa vietii private, fara drept, prin fotografierea, cap-
tarea sau Inregistrarea de imagini, ascultarea cu mijloa-
ce tehnice sau inregistrarea audio a unei persoane afla-
te Intr-o locuintd sau incapere ori dependinta tinand de
aceasta sau a unei convorbiri private se pedepseste cu in-
chisoare de la o luna la 6 luni sau cu amenda. (2) Divulga-
rea, difuzarea, prezentarea sau transmiterea, fara drept, a
sunetelor, convorbirilor ori a imaginilor prevazute in alin.
(1), catre o alta persoana sau catre public, se pedepseste
cu inchisoare de la 3 luni la 2 ani sau cu amenda. (21)
Divulgarea, difuzarea, prezentarea sau transmiterea, in
orice mod, a unei imagini intime a unei persoane identi-
ficate sau identificabile dupa informatiile furnizate, fara
consimtamantul persoanei infatisate, de natura sa pro-
voace acesteia o suferintd psihicd sau sa aduca atingere
imaginii sale, se pedepseste cu inchisoare de la 6 luni la
3 ani sau cu amenda. (22) Prin imagine intima se intelege
orice reproducere, indiferent de suport, a imaginii unei
persoane nude, care isi expune total sau partial organele
genitale, anusul sau zona pubiana sau, in cazul femeilor, si
sanii, ori care este implicatd intr-un raport sexual sau act
sexual. (3) Actiunea penala se pune In miscare la plange-
rea prealabild a persoanei vatamate.
(4) Nu constituie infractiune fapta prevazuta la alin. (1)
si (2) savarsita: a) de catre cel care a participat la intal-
nirea cu persoana vatamata in cadrul careia au fost sur-
prinse sunetele, convorbirile sau imaginile, daca justifica
un interes legitim; b) daca persoana vatamata a actionat
explicit cu intentia de a fi vazuta ori auzitd de faptuitor; c)
daca faptuitorul surprinde savarsirea unei infractiuni sau
contribuie la dovedirea savarsirii unei infractiuni; d) daca
surprinde fapte de interes public, care au semnificatie
pentru viata comunitatii si a cdror divulgare prezinta
avantaje publice mai mari decat prejudiciul produs per-
soanei vatamate. (41) Nu constituie infractiune fapta pre-
vazuta la alin.(21) daca faptuitorul surprinde savarsirea
unei infractiuni sau contribuie la dovedirea savarsirii
unei infractiuni. (5) Plasarea, fara drept, de mijloace teh-
nice de Inregistrare audio sau video, in scopul savarsirii
faptelor prevazute in alin. (1) si alin. (2), se pedepseste cu
inchisoarea de launula 5 ani.

e Cauze CtEDO conexe: Bucur si Toma c. Romani

investigative bodies resort to all available tech-
nical means, depending on financial resources
and the specific evaluation of each case.

The practices followed for obtaining in-
formation during the investigation phase do
not fall within the scope of this study, as they
are protected by confidentiality guarantees
and should not raise concerns. For the disclo-
sure of such data, the Romanian and Moldovan
Criminal Codes (art. 226°, art. 227° CPC ROM
[1]; art. 1777 CPC RM [3]) regulate criminal lia-

> Article 226 CP ROM- Violation of Private Life. 1. Unau-
thorized infringement of private life through photograph-
ing, capturing, or recording images, technical listening, or
audio recording of a person located in a dwelling, room, or
annex thereof, or of a private conversation, is punishable
by imprisonment from one month to six months or by a
fine. 2. Unauthorized disclosure, broadcasting, presenta-
tion, or transmission of the sounds, conversations, or imag-
es referred to in paragraph (1) to another person or to the
public is punishable by imprisonment from three months
to two years or by a fine. 21 Disclosure, broadcasting, pres-
entation, or transmission, in any form, of an intimate image
of an identified or identifiable person based on the informa-
tion provided, without the consent of the person depicted,
which causes psychological suffering or harms their repu-
tation, is punishable by imprisonment from six months to
three years or by a fine. 22 An intimate image is defined
as any reproduction, regardless of format, of a nude per-
son exposing fully or partially their genitals, anus, or pubic
area, or in the case of women, also the breasts, or who is
involved in a sexual act or intercourse. 3. Criminal proceed-
ings are initiated upon the prior complaint of the injured
party. 4. The acts described in paragraphs (1) and (2) do
not constitute an offense if committed: a) by a person who
participated in the meeting with the injured party during
which the sounds, conversations, or images were captured,
provided a legitimate interest is justified; b) if the injured
party explicitly acted with the intention of being seen or
heard by the perpetrator; c) if the perpetrator captures the
commission of a crime or contributes to proving the com-
mission of a crime; d) if the perpetrator captures facts of
public interest that are significant to community life and
whose disclosure presents public benefits greater than the
harm caused to the injured party. 41 The act described in
paragraph (21) does not constitute an offense if the perpe-
trator captures the commission of a crime or contributes to
proving the commission of a crime. 5. Unauthorized place-
ment of audio or video recording devices for the purpose of
committing the acts described in paragraphs (1) and (2) is
punishable by imprisonment from one to five years.

e Related ECtHR Cases: Bucur and Toma v. Roma-
nia, January 8, 2013, No. 40238/02; Von Hannover v.
Germany (No. 2), February 7, 2012, Nos. 40660/08 and
60641/08; Axel Springer AG v. Germany, February 7,
2012, No. 39954/08; Marina v. Romania, May 26, 2020,
No. 50469/14; Calmanovici v. Romania, July 1, 2008, No.
42250/02, paras. 111, 130-132; Ovidiu Cristian Stoica v.
Romania, April 24, 2018, No. 55116/12; Amarandei and
Others v. Romania, April 26,2016, No. 1443/10; Gruia Stoi-
cav. Romania, September 24,2019, No. 53179/14; Toma v.
Romania, February 24, 2009, No. 42716 /02.

¢ Correlative Legislation: articles 60, 61, 174, and 184
of the Criminal Code.
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227°CPROM [1],art. 1777 CP RM [3]) areglemen-

ei, din 8 ianuarie 2013, nr.. 40238/02; Von Hannover c.
Germaniei nr. 2, din 7 februarie 2012, nr. 40660/08 si
60641/08; Axel Springer AG c. Germaniei, din 7 februarie
2012, nr.39954/08; Marina c. Romaniei, din 26 mai 2020,
nr. 50469/14; Calmanovici c. Romaniei, din 1 iulie 2008,
nr.42250/02, par. 111, 130-132; Ovidiu Cristian Stoica c.
Romaniei, din 24 aprilie 2018, nr. 55116/12; Amarandei
si altii c. Romaniei, din 26 aprilie 2016, nr. 1443/10; Gruia
Stoica c. Romaniei, din 24 septembrie 2019, nr.53179/14;
Toma c. Romaniei, din 24 februarie 2009, nr. 42716/02.

» Legislatie corelativa: art. 60, art. 61, art. 174, art. 184 CP.

e Legislatie conexa: art. 26 alin. (1) C. Rom.; art. 8
CEDO; art. 7, art. 8 CDFUE.

e Dezlegarea unor chestiuni de drept:

v HP. 1.C.CJ, DEC. nr. 51/2021 (M. Of. nr. 1050 din 3
noiembrie 2021): ,tipicitatea infractiunii de violare a vietii
private in modalitatea incriminata de art. 226 alin. (2) din
Codul penal nu este conditionata de detinerea unor sunete,
convorbiri ori imagini realizate fara drept, prin fotografi-
erea, captarea sau inregistrarea de imagini, ascultarea cu
mijloace tehnice sau Inregistrarea audio a unei persoane
aflate Intr-o locuinta sau incapere ori dependinta tinand de
acestea sau a unei convorbiri private.”
in: Cristea D., Codul penal. Codul de procedurs penal. Iasi,
Editura Lumen, 2024, p.131-132.
¢ Art. 227 CP ROM. Divulgarea secretului profesional.
(1) Divulgarea, fara drept, a unor date sau informatii pri-
vind viata privatd a unei persoane, de natura sa aduca
un prejudiciu unei persoane, de catre acela care a luat
cunostinta despre acestea in virtutea profesiei ori functiei
si care are obligatia pastrarii confidentialitatii cu privire
la aceste date, se pedepseste cu inchisoare de la 3 luni la 3
ani sau cu amenda. (2) Actiunea penala se pune in miscare
la plangerea prealabila a persoanei vatamate.

e Cauze CtEDO conexe: Bucur si Toma c. Romaniei, din

8 ianuarie 2013, nr. 40238/02; Gruia Stoica c. Roma-

niei, din 24 septembrie 2019, nr. 53179/14.

» Legislatie corelativa: art. 60, art. 61, art. 174, art. 175 CP.

e Legislatie conexa:

v art. 27 Legea nr. 51 din 29 iulie 1991 privind securi-
tatea nationala a Romaniei, republicata (M. Of. nr. 190 din
18 martie 2014);

v art. 45 alin. (6) Legea nr. 51 din 7 iunie 1995 pentru
organizarea si exercitarea profesiei de avocat, republicata
(M. Of. nr. 440 din 24 mai 2018);

V art. 15-16 Legea nr. 455 din 18 iulie 2001 privind
semndtura electronicd (M. Of. nr. 316 din 30 aprilie 2014);

v art. 69 Legea nr. 487 din 11 iulie 2002 san&tatii min-
tale si a protectiei persoanelor cu tulburari psihice (M. Of.
nr. 652 din 13 septembrie 2012);

v art. 37 alin. (1) Legea drepturilor pacientului nr. 46
din 21 ianuarie 2003 (M. Of. nr. 51 din 29 ianuarie 2003);

+ Legea nr. 506 din 17 noiembrie 2004 privind pre-
lucrarea datelor cu caracter personal si protectia vietii
private in sectorul comunicatiilor electronice (M. Of. nr.
1101 din 25 noiembrie 2004);

VRegulamentul (UE) 2016/679 al Parlamentului Euro-
pean si al Consiliului din 27 aprilie 2016 privind protectia
persoanelor fizice 1n ceea ce priveste prelucrarea datelor
cu caracter personal si privind libera circulatie a acestor
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bility and corresponding sanctions for authori-
ties, serving as a safeguard for the protection of
the right to privacy.

All types of databases can be accessed
by criminal investigation bodies or requested
from authorities that hold information neces-
sary for activities during the criminal investiga-
tion phase. Databases may be accessed direct-
ly. Information protection is managed by each

¢ Related Legislation: article 26 paragraph (1) of the
Romanian Constitution; article 8 of the European Con-
vention on Human Rights (ECHR); articles 7 and 8 of the
Charter of Fundamental Rights of the European Union
(CFREU).

e Clarification of Legal Issues:

v High Court of Cassation and Justice, Decision No.
51/2021 (Official Gazette No. 1050 of November 3, 2021):
“The legal classification of the offense of violation of pri-
vate life, as incriminated under Article 226 paragraph (2)
of the Criminal Code, is not conditioned by the possession
of sounds, conversations, or images obtained unlawfully
through photographing, capturing or recording images,
technical listening, or audio recording of a person locat-
ed in a dwelling, room, or annex thereof, or of a private
conversation.”

Source: Cristea, D., Criminal Code. Criminal Procedure
Code. lasi: Lumen Publishing House, 2024, pp. 131-132.
¢ Article 227 CP ROM - Disclosure of Professional
Confidentiality. 1. The unauthorized disclosure of data
or information regarding a person’s private life, which
may cause harm to that person, by someone who became
aware of such data through their profession or official po-
sition and who is obligated to maintain confidentiality, is
punishable by imprisonment from 3 months to 3 years or
by a fine. 2. Criminal proceedings are initiated upon the
prior complaint of the injured party.

o Related ECtHR Cases: Bucur and Toma v. Romania,

January 8, 2013, No. 40238/02; Gruia Stoica v. Roma-

nia, September 24, 2019, No. 53179/14;

e Correlative Legislation: articles 60, 61, 174, and 175

of the Criminal Code

» Related Legislation:

Y article 27 of Law No. 51 of July 29, 1991 on National
Security of Romania, republished (Official Gazette No. 190
of March 18, 2014)

+ article 45 paragraph (6) of Law No. 51 of June 7,
1995 on the Organization and Practice of the Legal Pro-
fession, republished (Official Gazette No. 440 of May 24,
2018)

+ articles 15-16 of Law No. 455 of July 18, 2001 on
Electronic Signatures (Official Gazette No. 316 of April 30,
2014)

V article 69 of Law No. 487 of July 11, 2002 on Mental
Health and Protection of Persons with Mental Disorders
(Official Gazette No. 652 of September 13, 2012)

article 37 paragraph (1) of the Patient Rights Law No.
46 of January 21, 2003 (Official Gazette No. 51 of January
29,2003)

v Law No. 506 of November 17, 2004 on the Process-
ing of Personal Data and the Protection of Privacy in the
Electronic Communications Sector (Official Gazette No.
1101 of November 25, 2004)
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tat raspunderea penald si sanctiunile aferente
autoritatilor, ca garantie de protejare a dreptului
la viata privata.

Cureferire labazele de date, toate tipuri-
le pot fiaccesate de catre organele de urmarire
penale sau solicitate autoritatilor detinatoare
de informatii necesare activitatilor in faza ur-
maririi penale. Bazele de date pot fi accesate
direct. Protectia informatiilor este controlata
de fiecare sistem, cu Inregistrarea operatiilor
efectuate de organul de urmarire penal, in
dosarul ce face obiectul verificarilor, crean-
du-se astfel controlul accesarii si obtinerii
informatiilor. Raspunderea asupra accesului

date si de abrogare a Directivei 95/46/CE (J.0. L 119 din
4 mai 2016);

v art. 9, 27-28, 39 Legea 363 din 28 decembrie 2018
privind protectia persoanelor fizice referitor la prelu-
crarea datelor cu caracter personal de cdtre autoritatile
competente In scopul prevenirii, descoperirii, cercetarii,
urmadririi penale si combaterii infractiunilor sau al exe-
cutdrii pedepselor, masurilor educative si de sigurantd,
precum si privind libera circulatie a acestor date (M. Of.
nr. 13 din 7 ianuarie 2019);

+ art. 26 alin. (1) C.Rom; art. 8 par. 1 CEDO; art. 7, art.

8 CDFUE.
in: Cristea D., Codul penal. Codul de procedura penal. Iasi,
Editura Lumen, 2024, p.133.
7 Art. 177 CP RM. incilcarea inviolabilititii vietii perso-
nale. (1) Culegerea ilegald sau raspandirea cu buna-stiinta
a informatiilor, ocrotite de lege, despre viata personala ce
constituie secret personal sau familial al altei persoane fara
consimtamantul ei, se pedepseste cu amendd in marime de
pana la 650 unitati conventionale sau cu munca neremu-
neratd in folosul comunitatii de la 180 la 240 de ore. (11)
Culegereailegald a informatiilor mentionate la alin.(1), fara
consimtamantul persoanei, cu utilizarea mijloacelor tehni-
ce speciale destinate pentru obtinerea ascunsa a informa-
tiei, se pedepseste cu amenda in marime de la 550 la 750
unitati conventionale sau cu munca neremunerata in folo-
sul comunitatii de la 200 la 240 de ore. (2) Raspandirea in-
formatiilor mentionate la alin.(1): a) intr-un discurs public,
prin mass-media; b) prin folosirea intentionata a situatiei
de serviciu; ¢) din motive de prejudecatd; d) prin interme-
diul tehnologiilor informationale ori al comunicatiilor elec-
tronice, se pedepseste cu amenda in marime de la 550 la
850 unitati conventionale sau cu privarea de dreptul de a
ocupa anumite functii sau de a exercita o anumita activitate
pe un termen de 1 an, sau cu munca neremunerata in folo-
sul comunitatii de la 180 la 240 de ore, sau cu inchisoare
de pana la 2 ani, cu amenda, aplicatd persoanei juridice, in
marime de la 2000 la 3000 unitati conventionale. (3) Ras-
pandirea informatiei cu caracter sexual, incluzand imagini
si Inregistrari cu continut sexual, inclusiv prin intermediul
tehnologiilor informationale, in scop de razbunare, ura,
Injosire sau lezare a onoarei si demnitatii persoanei, se
pedepseste cu amenda In marime de la 550 la 850 unitati
conventionale sau cu munca neremunerata in folosul
comunitdtii de la 180 la 240 de ore, sau cu inchisoare de
panad la 2 ani.

system, with all operations being logged—such
as the investigating authority, the case file un-
der review—thus creating a traceable control
over access and data retrieval. Responsibility
for accessing databases lies with the criminal
investigation body that performed the access.
Additionally, photographs stored in data-
bases are considered sensitive data under data
protection laws, as they allow for the identifi-
cation of individuals. Generally, the legislation
in Romania and Moldova permits criminal in-
vestigation bodies to access public or private

v Regulation (EU) 2016/679 of the European Parlia-
ment and of the Council of April 27, 2016 on the Protec-
tion of Natural Persons with Regard to the Processing of
Personal Data and on the Free Movement of Such Data,
repealing Directive 95/46/EC (O] L 119 of May 4, 2016)

V articles 9, 27-28, and 39 of Law No. 363 of Decem-
ber 28, 2018 on the Protection of Natural Persons Re-
garding the Processing of Personal Data by Competent
Authorities for the Prevention, Detection, Investigation,
Prosecution, and Combating of Crimes or for the Execu-
tion of Sentences, Educational and Safety Measures, and
on the Free Movement of Such Data (Official Gazette No.
13 of January 7, 2019)

Y article 26 paragraph (1) of the Romanian Constitu-
tion; article 8 paragraph 1 of the European Convention on
Human Rights (ECHR);

Varticles 7 and 8 of the Charter of Fundamental Rights
of the European Union (CFREU)

Source: Cristea, D., Criminal Code. Criminal Procedure
Code. lasi: Lumen Publishing House, 2024, p. 133.

7 Article 177 CP RM - Violation of the Inviolability of Per-
sonal Life. 1.The unlawful collection or intentional dis-
semination of information protected by law concerning
the personal life of another person, which constitutes a
personal or family secret, without their consent, is punish-
able by a fine of up to 650 conventional units or by unpaid
community service from 180 to 240 hours. 11 The unlaw-
ful collection of the information mentioned in paragraph
(1), without the person’s consent, using special technical
means intended for covert information gathering, is pun-
ishable by a fine ranging from 550 to 750 conventional
units or by unpaid community service from 200 to 240
hours. 2.The dissemination of the information mentioned
in paragraph (1): a) in a public speech or through mass
media; b) through intentional use of one’s professional
position; c) for reasons of prejudice; d) via information
technologies or electronic communications, is punishable
by a fine ranging from 550 to 850 conventional units, or
by disqualification from holding certain positions or en-
gaging in specific activities for a period of one year, or
by unpaid community service from 180 to 240 hours, or
by imprisonment for up to 2 years. Legal entities may be
fined between 2,000 and 3,000 conventional units. 3. The
dissemination of sexually explicit information, including
images and recordings with sexual content, especially via
information technologies, for the purpose of revenge, ha-
tred, humiliation, or harming the honor and dignity of a
person, is punishable by a fine ranging from 550 to 850
conventional units, or by unpaid community service from
180 to 240 hours, or by imprisonment for up to 2 years.
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la bazele de date revine organului de urmarire
penala care a accesat baza de date.

De asemenea, fotografiile din bazele de
date sunt, in conformitate cu legea protectiei
datelor, date sensibile, deoarece permit iden-
tificarea persoanelor. In general, legislatiile
din Romania si R. Moldova permit organului
de urmadrire penala sa acceseze baze de date
publice sau private open source, baze de date
cu amprente digitale, registre de identitate,
registre auto, sisteme de informatii precum
Europol sau Interpol, date despre vama, arme,
registrul si indexul dosarului politiei crimi-
nale; in astfel de cazuri agentii de aplicare a
legii pot accesa direct bazele de date sau in-
registrarile respective, faira un mandat, dar
accesul este supus anumitor controale, parole
sau autorizatii interne. Pentru a avea acces la
aceastd baza de date, autoritatea competenta
de aplicare a legii a permis accesul la bazele
de date, tocmai pentru prevenirea, detectarea
sau investigarea infractiunilor, cu respecta-
rea confidentialitatii datelor, ca si garantie de
protejare a dreptului la viata privata. Tocmai,
in astfel de situatii informatiile obtinute sunt
obligatoriu mentionate in dosarul penal aflat
pe rol. Nu de multe ori, informatiile au fost
dezvaluite ca urmare a informarii presei, cu
ocazia prezentdrii de catre Parchete a cazu-
rilor complexe sau cu impact mediatic major.
In astfel de situatii se creeaza incilcarea unor
drepturi, printre care si dreptul la viata priva-
te. De exemplu, in cauza Brisc c. Romaniei [4],
procurorul, intr-un comunicat de presa ofici-
al, a prezentat informatii despre o presupusa
infractiune, din ancheta penala aflata in faza
urmairirii penale. Intrucat s-a dovedit incalca-
rea dreptului la viata privatd, s-a desfasurat
o cercetare si s-a constatat ca procurorul a
savarsit doua abateri disciplinare, fiind des-
tituit si revocat din functia pe care o detinea.

Prezentarea probelor sau informatiilor in
faza urmaririi penale, poate consta in incalcarea
dreptului la viata privata in astfel de situatii. De
exempluy, situatia In care organul de urmarire
penald permite pentru mass-media accesul la
activitatile de urmarire penala (cauza Banco de
Finanzas e Inversiones S.L. c. Spaniei [5] - s-a
permis reprezentantilor presei participarea cu
ocazia efectudrii perchezitiei, datele si imaginile
fiind prezentate ulterior in presa).

open-source databases, fingerprint databases,
identity registries, vehicle registries, informa-
tion systems such as Europol or Interpol, cus-
toms data, weapons records, and the criminal
police case registry and index. In such cases,
law enforcement agents may access these da-
tabases or records directly without a warrant,
although access is subject to certain controls,
passwords, or internal authorizations.

To access such databases, the competent
law enforcement authority grants permission
specifically for the prevention, detection, or
investigation of crimes, while ensuring data
confidentiality as a safeguard for the right to
privacy. In these situations, the information
obtained must be mandatorily included in the
active criminal case file.

However, information has often been
disclosed as a result of press briefings, espe-
cially when prosecutors present complex cases
with significant media impact. In such instanc-
es, rights may be violated—including the right
to privacy. For example, in the case of Brisc v.
Romania [4], the prosecutor, in an official press
release, disclosed information about an alleged
offense from an ongoing criminal investiga-
tion. Since this was found to be a violation of
the right to privacy, an inquiry was conducted,
and it was determined that the prosecutor had
committed two disciplinary offenses, resulting
in dismissal and removal from office.

The presentation of evidence or infor-
mation during the criminal investigation phase
may constitute a violation of the right to priva-
cy in certain situations. For example, when the
investigative authority allows media access to
criminal investigation activities (as in the case
Banco de Finanzas e Inversiones S.L. v. Spain [5],
where media representatives were permitted
to attend a search operation, and the data and
images were later published in the press).

As a measure, authors Mihai Olariu and
Catalin Marin state that “the lack of publici-
ty during the criminal investigation phase is
manifested by the impossibility for any citizen
to know the details of the investigation” [6, p.
16]. Furthermore, author Daniel Cristea [7, p.
84] emphasized the obligation throughout the
entire criminal investigation phase to maintain
this lack of publicity or non-public nature, as
also noted by Romanian researcher Nicu Jidovu.
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Ca masura, specificam opinia autorilor
Mihai Olariu si Catalin Marin ,lipsa de publi-
citate in faza de urmarire penald se manifesta
prin imposibilitatea cunoasterii lucrarilor de
ancheta de catre orice cetdatean” [6, P. 16]. Nu
in ultimul rand, autorul Daniel Cristea [7, p. 84]
a mentionat obligatia pe tot parcursul fazei de
urmadrire penald al acestei lipse de publicitate
sau caracterului nepublic al urmaririi penale,
mentionate de cercetatorul roman Nicu Jidovu.

CONCLUZII

Lipsa de publicitate in faza urmari-
rii penale reprezinta o cerintd fundamentala
transpusa in practica, avad dublu rol, pe de
o parte de garantare si protejare a drepturi-
lor si libertatilor fundamentale prevazute de
legislatie si, pe de alta parte, de protejare a in-
tereselor statului. Faza de urmarire penald nu
poate fi obiectul unui studiu public, majoritatea
legilor introducand confidentialitatea in aceas-
ta faza. Organele de urmarire penald trebuie sa
gaseasca modalitatile Intelegerii drepturilor
partilor si a riscurilor cu privire la incalcarea
dreptului lor la viata privata in faza urmaririi
penale si sa atraga atentia in privinta acestor
incalcari, constientizare care devine esentiala.

CONCLUSIONS

The lack of publicity during the criminal
investigation phase represents a fundamental
requirement implemented in practice, serving
a dual purpose: on one hand, to guarantee and
protect the fundamental rights and freedoms
provided by law, and on the other, to safeguard
the interests of the state.

The criminal investigation phase cannot
be the subject of public scrutiny, as most laws
introduce confidentiality during this stage.

Criminal investigation bodies must find
ways to understand the rights of the parties
and the risks of violating their right to privacy
during the investigation phase, and must raise
awareness about these violations - an aware-
ness that becomes essential.
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